
DNFSB Questions on SQA

16. What role has the QAWG played in resolving software concerns?

Will be responded by Larry V. or someone from QAWG. 

17. When will DOE submit the revised SQA Corrective Action Plan requested by the Board on October 23, 2000?

The revised SQA Corrective Actions will be issued as part of the Departmental QA Initiatives Plan.  The SQA actions will reflect the remedial actions outlined for both safety analysis codes and safety I&C software in the Written Statement submitted by Dae Chung at the DNFSB August 15th Public Hearing. 

18. Is the Department actively and formally involved in interagency efforts to develop standards for safety-related software? Does DOE intend to actively participate in the informal interagency (NASA, FAA, and DOD) Software Safety Group?

Currently, the Department is not part of interagency efforts to develop standards for safety-related software.  The Department is evaluating the potential participation in the interagency organizations such as the Software Safety Group as part of its overall set of response actions.  In addition, the Department is planning to evaluate SQA regulatory requirements and practices at the Nuclear Regulatory Commission (NRC) – Our initial meeting with the NRC staff will be held on September 10, 2001.  One of the members of the SASG has been also a member of the Nuclear Utilities Software Management Group (NUSMG) which shares best practices and lessons-learned in SQA among the participating commercial utilities.  Department is considering a membership in NUSMG to gain industry practices and experiences in SQA for safety related software.  
19. NASA has a centralized Verification and Validation (V&V) center to provide the highest levels of safety and cost-effectiveness for mission critical software. Has DOE considered the need for a centralized V&V organization, and if so, what are DOE’s plans?

DOE is aware of the NNSA V&V center that provides expertise and independent means to V&V the mission-critical software.   Due to very diverse nature of DOE’s mission and its supporting nuclear facilities and operations, it would be difficult to apply a centralized V&V concept for those software that are applied to a specific facility, process or system (e.g., safety I&C software).   However, a centralized V&V concept has a merit in the case of safety analytical codes from both cost and technical perspectives.  

DOE is examining various concepts for maintenance and administration of the software toolbox, including capabilities in verification and validation areas, as well as training, software engineering, “backfit” V&V, and other aspects of SQA .  We are planning to have this function centered at one of the three primary NNSA national laboratories, but able to draw on the appropriate subject matter expertise from elsewhere in the DOE nuclear complex. 

20. Are DOE directives which address software QA adequate?

DOE QA and SQA directives such as DOE O 414.1, 200.1 and its Guide, and DOE N  203.1 provide a top-level general requirements and guidance, but they lack in terms of specific requirements and expectations for safety related software development, application, and maintenance.   10 CFR 830 and its IG’s and safe-harbor standards provide the overall expectations on adequate safety analysis which includes application of computer models and system software. 

Revision of specific DOE standards and guidance will be carried out to provide additional guidance and expectations to the safety analysis contractor for ensuring an adequate SQA pedigree in safety basis-related software.  DOE/EH-5, Office of Nuclear Safety Policy and Standards, as the Office of Primary Interest for the affected Standard and Guides, will lead the revision effort in coordination with NNSA/DP and EM.  The SASG will also provide technical support to this effort.  At this point, the major guidance that is planned for revision or addition are:

· Implementation Guide for use with 10 CFR 830.120, G-830.120  

· DOE  G 420.1-1, Nonreactor Nuclear Safety Design Criteria And Explosives Safety Criteria Guide for use with DOE O 420.1, Facility Safety

· DOE STD-3009-94, Appendix B (In this standard, an Appendix is planned to describe SQA requirements).

21. Has DOE invoked the necessary software QA requirements into contracts?

Based on the survey results, there exists a general requirement of SQA at the most of DOE sites.  However, there is a lack of flowdown of the requirements to the actual facility or system.  Operating contracts for the Department’s facilities are specific to the site and facilities in question. They are approved by the field offices, and can vary in length.  Introducing or enhancing the necessary SQA requirements into these contracts is then a non-uniform process.  

In principle, the contract requirements are contained in the Standards/Requirements Identification Document (S/RID) or the equivalent, for the site in question.  There is a requirements “flow-down” whereby the specific rules, orders and consensus standards listed in the S/RID, such as those important for SQA, are generally implemented in the corresponding quality assurance manual.  

22. How do software QA practices at DOE sites compare to consensus standards for software used in safety critical applications?

The DOE SQA Survey and follow-up discussions confirmed what was expected.  Several of the sites have mature programs and procedures that can be traced back to the consensus standard.  In terms of implementation, these programs specify requirements for the software commensurate with the safety importance of the specific application(s).  It is planned to identify a model based on one or more of these programs and make it available for site and laboratory contractors.

In other cases, the SQA practices need to be shored up.  The model noted above would serve as a benchmark for upgrading these programs.  
23. Which IEEE or other consensus software standards are appropriate for DOE software?

The major consensus standards that are appropriate for DOE safety-related software are

· NQA-2a-1997, Subpart 2.7, Quality Assurance Requirements of Computer Software for Nuclear Facility Applications

· NQA-1a-1999, Addenda to ASME NQA-1-1997, Subpart 2.7, Quality Assurance

Related IEEE Standards:

· IEEE Standard 730, IEEE Standard for Software Quality Assurance Plans

· IEEE Standard 730.1, IEEE Guide for Software Quality Assurance Planning

· IEEE Standard 828, IEEE Standard for Software Configuration Management Plans

· IEEE Standard 830, IEEE Standard for Software Requirements Specifications

· IEEE Standard 1008, IEEE Standard for Software Unit Testing

· IEEE Standard 1012, IEEE Standard for Software Verification and Validation

· IEEE Standard 1012a, IEEE Standard for Software Verification and Validation – Supplement to 1012

· IEEE Standard 1074, IEEE Standard for Developing Software Life Cycle Processes

· IEEE/EIA Standard 12207.0, Industry Implementation of International Standard ISO/IEC 12207 Standard for Information Technology – Software Life Cycle Processes

· IEEE/EIA Standard 12207.1, Industry Implementation of International Standard ISO.IEC 12207 Standard for Information Technology – Software Life Cycle Processes – Life Cycle Data

· IEEE/EIA Standard 12207.2, Industry Implementation of International Standard ISO.IEC 12207 Standard for Information Technology – Software Life Cycle Processes – Implementation Considerations

24. Does DOE plan to conduct field assessments of software QA programs similar to the assessments conducted by NNSA and EM?

It is planned to integrate safety I&C software assessments with the Department’s assessment commitments on the DNFSB Recommendation 2000-2, Configuration Management, Vital Safety Systems.  With this mechanism, it is planned to assess the current state of “readiness” of safety-related I&C software, including SQA implementation and practices as an integral part of the overall assessment plan.  That is, by leveraging ongoing 2000-2 Vital Safety Systems assessments with identification and examination of I & C software critical to operability of VSSs, more complete information shall be obtained with incremental effort. 

25. Are there legitimate software quality assurance concerns with the nuclear materials safeguards and security computer based accounting system as reported in the Washington Post? If so, has the Department identified the root cause of any deficiency? Does this have any implications for other critical software used by the Department?

This question should be referred to someone else, perhaps the Office of Security and Safeguard. 

26. What is the justification for using surveys to identify deficiencies in safety-related software at DOE defense nuclear facilities?

The DOE Information Request on Software Quality Assurance and Safety Practices, Processes, and Procedures Impacting Safety Analysis or Safety Control Systems of DOE Defense Nuclear Facilities (Survey) was not intended to identify deficiencies in safety-related software in the DOE nuclear complex.  Rather the intent was to determine the status of software quality assurance (SQA) and safety practices for computer software used in support of safety analyses and to control safety-related systems.  In other words, the Department was seeking to obtain a baseline reading of the various SQA processes, identify potential issues, and recognize the “good practices.”  The latter is important since we wish to identify a template for the programs that need improvement, and need to do this in an expeditious manner.

It appeared to us that it would be easier to emulate good practices that have been successful and “field implemented”, rather than attempt to start from ground up and institutionalize a set of processes that have not been demonstrated.  In addition, the survey was beneficial in identifying the need to amplify SQA related expectations within the existing DOE standards and guidance. 

27. Did the survey adequately address instrumentation and control software including the use of programmable logic controllers?

The Survey did not adequately identified those systems that relied on software (including PLC’s) to provide required safety function.  This is one the reasons for revising Department’s action to include software aspects as part of the VSS assessments committed for the DNFSB Recommendation 2000-2. 

28. Did the survey capture the use of software for other than safety analysis and design such as training, maintenance, surveillance, and other safety-related databases?

The focus of the Survey was to determine the status of software quality assurance (SQA) and safety practices for computer software used in support of safety analyses and to control safety-related systems.

Database use in a safety-related capacity was not discussed by the Survey respondents.  

29. Did the survey address requirements for vendor certification and reviews of vendor supplied software?

In general, the Survey did not explicitly address requirements for vendor certification and review of vendor-supplied software.  However, in a safety applications context, if the vendor software is part of the suite of software used for specific functions, most sites’ programs would demand compliance with applicable quality assurance requirements before the software is approved for use.  

30. How are SQA requirements passed down to subcontractors for the purpose of performing safety analyses?

In general, through contractual obligation with the lead safety analysis contractor, subcontractors are expected to adhere to the SQA practices, processes, and procedures of the site.  This would include, but would not be limited to, training in the use of the safety analysis software, regimes of applicability, valid inputs, interpretation of results, documentation, and technical review.     

31. Are there software problems that could call into question existing authorization bases?

There have not been any identified as yet.   The context for application of safety analysis software for use in DOE authorization basis documentation is such that there is sufficient margin in the overall process whereby software problems would not likely be the basis by which an authorization basis is called into question.

As noted in the Attachment (Qualitative Analysis of the Effect of Code Quality on DOE Safety Analysis) to the written statement presented on August 15, 2001, while the quality assurance of computer codes in the DOE Complex is not, in general, satisfactory, it is partially offset by their use in DOE safety analysis.  This is because of the following:

The Department evaluates and approves the operation of its nuclear facilities via a safety analysis process outlined in DOE Rule, 10CFR830 – Sub Part B, DOE Order 5480.23 and DOE-STD-3009-94.  This safety analysis process requires the development of a Safety Analysis Report (SAR) or Documented Safety Analysis per the Rule language and includes two key analyses: (1) hazard analysis and (2) accident analysis.

1. The hazard analysis is the cornerstone of the DOE safety process and the primary means of designating safety-significant SSCs for which Technical Safety Requirements will be derived. It is largely a qualitative process, without the need for compute-based software.

2. In accident analysis, computer codes are primarily used to determine accident consequence dose, and this value will be used only to determine the need to elevate a safety-significant SSC to a safety-class SSC.  There is a great deal of conservatism in the dose calculations because all of the parameters are chosen conservatively.  These values can be verified in most cases by using hand calculations.

32. Will the authorization basis upgrades currently underway pursuant to the requirements of 10 CFR 830, as amended to incorporate the new Nuclear Safety Rule, be jeopardized as a result of delays in developing or identifying safety analysis tools with appropriate pedigree, along with adequate training, as safe harbor methods?

We plan to issue code-specific guidance reports later this calendar year on use of toolbox codes for support of 10 CFR 830 Safety Basis documentation.  The guidance reports will identify applicable regimes in accident analysis, default inputs, and caveats on use.  This measure will allow nuclear facility contractors to work towards successfully meeting the deadline, aided by software that has received recognition by the SASG.  Reports of this nature constitute an interim phase, and are not meant to substitute for the minimum SQA effort needed on the toolbox codes.  However it is a workable strategy for code use in the near-term, especially in the overall safety analysis context described in the attachment to the written statement.

33. If DOE chooses to develop approved “safe harbor” software to use for safety analysis to meet 10 CFR 830 requirements, how will such codes be assessed, brought into compliance with industry practice, and maintained; and who should perform these activities given the legal implications for such work?

While the Department believes it has identified the core group of what should be a safe harbor suite of codes for the contractors to meet 10 CFR 830 safety basis needs, the complete set of actions and assigning the specific tasks has not been established.

We do plan to start work soon on addressing the major issues associated with the MACCS2 dispersion and consequence code.  It is our assessment that MACCS2 will be a reasonable benchmark for estimating the resource commitment and schedule for coming into compliance with ASME NQA-1-1997, Part II, Section 2.7.  For while the SQA issues and complexity of each code differ, the MACCS2 upgrade should bound that to be expected for most of the other toolbox codes.

34. Is it considered adequate to perform a few system level validation tests for safety-related software as evidence of adequate software quality?

The adequacy of a system-level validation test is dependent on the level of sophistication and complexity of the software being applied.  It is important to determine the software functional requirements and performance criteria much like the safety related hardware component to assure that the software test criteria is developed appropriately and consistent with the overall system functional requirements.  In addition to assuring the functionality of the software, a fully integrated test should be performed to assure the overall system functional requirements are satisfied.  Validation testing for a safety software in general should demonstrate that the software: 1) produces as required; 2) properly handles abnormal conditions and events as well as credible failures; 3) does not perform adverse functions; and 4) does not degrade the system either by itself, or in combination with other functions or configuration items. 

35. What should be the recommended practice for assessing the safety significance of software?




For safety analysis purposes, a discussion was attached to the written statement of DOE/NNSA, Dae Chung, on the importance of and role of computer software to the overall safety analysis process.  Especially when viewed as a complete picture, the hazard phase is by nature, qualitative, and relies on good walkdowns of the facility and a grasp of the inventories and process upset conditions.  The subsequent accident analysis phase is typically very conservative at each point in the accident progression such that non-conservative errors are adequately compensated.

There are industry methods to assess safety significance of software, but we are not at a point where one or more practices that would be recommended.  We are still examining the value to be gained versus the resources needed.

36. Has DOE evaluated the need for assessing the level of rigor needed for testing, or proposed use of modern tools for software engineering? Is there a DOE evaluation of such tools with respect to cost effectiveness?

Based on the survey and the SASG meeting discussions, we have not identified any use of modern tools for assessing such areas as software design/engineering logics.    

37. Does DOE have guidance on recommended practices for writing software codes?  If yes, where is guidance?

There is limited guidance in DOE Guide 200.1-1, Department of Energy Software Engineering Methodology, but this is mostly aimed at information management systems.  Most of the contractors follow present-day standards, in developing new software, and the guidance is typically specified by procedure.  The specifics of how to code depend on the system, performance requirements, products being used, and software language.

38. Has the Department taken a position on certification by the Software Engineering Institute or the International Standards Organization? Does such certification guarantee high quality software? If not, what else needs to be part of the overall software quality assurance body of practice for DOE safety-related software?

The Department has not taken a position on certification by either SEI or ISO.  The contractors have the responsibility of assigning appropriately qualified individuals for specific safety-related functions.  The contractor usually determines degree level, training, and certification (if any) requirements.

39. Which of the following areas are considered deficient with respect to safety-related software at DOE?

- Program direction and guidance

- Contracts between DOE and M&OS

- Contracts between M&OS and subcontractors

- Local implementing procedures

- EH-10 enforcement actions

- EH-2 oversight

- Line management oversight

- Quality Assurance Working Group efforts to identify, communicate, and resolve software  

   issues.

SQA weaknesses have been observed in several different areas including many of the above.  The survey results yielded the following main confirmatory conclusions:

· there is significant variability in local implementations of software QA;

· there is a lack of DOE oversight of the contractor’s SQA program;

· there is a lack of contractor self-assessment on SQA for safety application;

· most, if not all, safety analysis codes do not have a complete verification and validation process documented;

· there is a lack of well defined training requirements for safety analysts in the use of computer codes; and

· the survey results themselves are inadequate to completely assess the issue of I&C software, which will require site-specific visits to initiate a more thorough review.
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