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Executive Summarytc \l1 "Executive Summary
To address the concerns presented by the Defense Nuclear Facilities Safety Board (DNFSB) in Technical Report 25 “Quality Assurance for Safety-Related Software at Department of Energy Defense Nuclear Facilities”, a Response Team was formed in February 2000.  The Response Team was led by the Office of the Chief Information Officer (OCIO) and composed of participants from National Nuclear Security Administration/Defense Programs (NNSA/DP); Environmental Management (EM); Environment, Safety and Health (EH); and other Principal Secretarial Offices (PSO).  The Response Team developed a three-pronged approach which investigated Infrastructure, Training, and Safety Analysis and Instrumentation and Control (I&C) codes.  Three subteams were formed to address each of these focus areas.  The Infrastructure Focus Team divided its efforts into three areas to review Software Quality Assurance (SQA) Requirements, Standards, and Organization.  

This report is a Departmental perspective in regards to the DOE organizations established to address safety, software, and quality assurance.  The Safety Analysis Software Group (SASG), led by NNSA/DP, EM, and EH, is a temporary organization that has been established to address safety analysis and instrumentation and control (I&C) software.  This group may become permanent pending senior DOE decision.  The intent of this work is to discuss current organizations and how they can interact for better communication of safety, software, and quality assurance issues.

In summary, the Board stated a concern that there appeared to be only intermittent linkage between individuals responsible for preparing safety bases and those who serve as the stewards of the software tools used in developing the safety bases.  Also, there appeared to be inadequacies in information exchange for SQA implementation.   A review was undertaken by the Organization Focus Area Team (a subset of the Infrastructure Focus Team), led by the chair of the Quality Assurance Working Group (QAWG), to assess the linkages and communications among DOE's safety, software, and quality assurance organizations.  The team also reviewed the QAWG’s charter for improvements that would be conducive in establishing better linkages, particularly for those working in the area of defense nuclear facilities.

This report documents the results of the review.  It is intended to be used as a resource by the SASG and others involved in managing, engineering, or assuring DOE software and facilities.  

1.0 
Organization Focus Area Descriptiontc \l2 "1.0 
Organization Focus Area Description  

The Organization Focus Area Team’s direction was to conduct a study to identify various organizations and groups which may not be designated by name as having quality assurance (QA) responsibility, but who implement or support some component of QA.  The Quality Assurance Working Group (QAWG) was also to identify established safety groups within the Department and determine how to enhance relationships and improve information exchange between those groups and QA. 

The outcome of the study is documented in this report.  Included in the study are recommendations to improve information exchange among QA groups.  The options include identification and linkages of web sites, as well as maintaining support and instituting improvements in the working relationships between the Office of the CIO, QAWG, software quality assurance (SQA) staffs, and personnel in safety analysis and instrumentation and control (I&C).  Attachment 1 is a matrix depicting the integrated QA organizational structure within the Department.  Attachment 2 is the revised QAWG charter to reflect the matrix.  Attachment 3 is a listing of websites for DOE organizations mentioned in this report.

2.0
Organization Matrix
The purpose of the organization matrix was to identify coordinating points cognizant of QA and capable of addressing safety and QA issues as they are identified.  The concept of an integrated matrix QA Organizational Structure was plotted on a chart to identify interface/communication channels, working relationships, roles and responsibilities, sponsorship, and a central point-of-contact for resolving QA issues.  

There are more than twelve organizations or groups which could be depicted on the integrated QA Organizational Structure.  The major Federal organizations are the Field Management Council (FMC), Office of the Chief Information Officer (OCIO), the Office of Environment, Safety and Health (EH), and the QAWG.  The major contractor organizations are the Energy Facility Contractors Group (EFCOG) and the Software Quality Assurance Subcommittee (SQAS).  The matrix structure shows the QAWG as the central point-of-contact or central liaison organization, among other independent and interdependent organizations and groups.  The QAWG may sponsor some groups.  Some groups or organizations may have their own charter and sponsor, but still have a formalized working, communication, or reporting relationship with the QAWG. 

Sections 2.1 through 2.2 provide a description of the DOE Federal and contractor organizations involved in safety, software, and quality.

2.1 Federal Organizations 


Deputy Secretary (S-2). The Deputy Secretary serves as the Departmental focal point for quality assurance issues and quality problem resolution, and provides leadership for quality assurance implementation.  S-2 charters the Quality Assurance Working Group (QAWG) under the leadership of a chairperson who assists with these responsibilities.

Office of Environmental Management (EM-1). The Office of Environmental Management serves as the current chairperson of the QAWG.  The chairperson is assigned to one of the three Lead Program Secretarial Offices (Environmental Management, Defense Programs and Science) by the S-2 on a two-year rotating basis.  The chairperson is responsible to lead, facilitate, and coordinate the activities of the QAWG.
Field Management Council (FMC).  The FMC was created by a Secretarial memo dated April 21, 1999, and charged with "corporate program integration and the integration of support activities with line programs."  It was established to ensure consistent implementation of DOE policy in environment, safety, and health; safeguards and security; and business management.  All staff and support office policy and guidance which impact the field must flow through the FMC.  Policies and guidance developed by the staff and support offices are reviewed by the FMC and, if approved, passed to the Lead Program Secretarial Officers (LPSO) for implementation.  It is the responsibility of the FMC to ensure consistency in the application of DOE policy and to maximize uniformity of operational management approaches.  Any conflict between a Program Secretarial Officer (PSO) and the LPSO, or among PSOs, concerning direction to the field is resolved by the FMC.  The FMC is chaired by the Deputy Secretary, and includes the Under Secretary, the Assistant Secretaries for Defense Programs and Environmental Management, and the Director of the Office of Science.  Two other members, one from among the other PSOs and the other a Field Element Manager (FEM), serve in rotation.  The FMC recently assumed the responsibilities of the former Secretarial Safety Council, which was formed to provide DOE with leadership and guidance to meet integrated safety management targets; develop and maintain performance standards to be used to hold Federal personnel accountable for effective and timely implementation of integrated safety management, and to oversee the viability and effectiveness of the DOE employee concerns program.  The Secretarial Safety Council was composed of the same senior managers as the FMC and chaired by the Deputy Secretary. The FMC is described in the DOE M 411.1-1, SAFETY MANAGEMENT FUNCTIONS, RESPONSIBILITIES, AND AUTHORITIES MANUAL.  The FMC does not have a website.

Quality Assurance Working Group (QAWG). The QAWG has overall responsibility for reporting on the condition of the Department’s quality assurance program.  The QAWG is composed of senior QA professionals throughout DOE, both Federal and contractor staffs.  The QAWG addresses cross-cutting QA problems as they arise and advises the Deputy Secretary (i.e., the Chief Operating Officer) on the health of DOE QA programs.  In support of line management, the QAWG:

· Identifies and recommends resolution of cross-cutting QA issues impacting the safety of the worker the public, and the environment

· Provides appropriate recommendations to the Deputy Secretary through the Field Management Council (FMC) for action by Field Elements and/or their contractors

· Proposes and comments on Departmental positions on QA safety issues, policies, and guidance

· Periodically reports on the status of identified cross-cutting QA safety issues requiring resolution

· Identifies other DOE cross-cutting organizations and work on integrated efforts to improve the efficiency and effectiveness of the Department QA and Integrated Safety Management programs

· Assists with implementation of QA safety recommendations.

The QAWG carries out its functions through the use of the Standing Committee and by developing Task Teams to review and evaluate specific issues, report back on a path forward, and make recommendations.  The QAWG supports EH to develop QA requirements, guides, and standards documents, which would be issued through the DOE Directives System or DOE Technical Standards program.  For more information on the QAWG, access the http://twilight.saic.com/qawg  website.

Office of Environment, Safety and Health (EH).  EH has primary responsibility for identifying safety standards and guidance, including those for safety software.  EH also oversees the development of DOE technical standards, including information technology standards, as they relate to health and safety.  The standards are not mandatory, but they can be mandated in an Order or clause.  The process for proposing, developing, and maintaining DOE standards is contained in the Technical Standards Program Procedures (TSPP) and explained in DOE G 252.1-1, TECHNICAL STANDARDS PROGRAM.  Each organization’s Technical Standards Manager is responsible for assisting in the implementation of the standards and assisting standards developers in their organization.  

The DOE Technical Standards program, which is managed by EH at Headquarters, promotes the use of non-Government standards across the Department.  The issuance of DOE standards is governed by Public Law 104-113, National Technology Transfer and Advancement Act of 1995; OMB Circular No. A-119, Federal Participation in the Development and Use of Voluntary Consensus Standards and in Conformity Assessment Activities; DOE O 252.1, TECHNICAL STANDARDS PROGRAM; DOE G 252.1-1, and DOE’s TSPPS.  Public Law 104-113 requires that Federal agencies use existing voluntary consensus standards where they are available and suitable, and that Federal agencies work with standards development organizations to develop needed new standards.  Additional information on DOE Technical Standards and access to the Standards repository can be obtained on the http://tis.eh.doe.gov/techstds/ website. 

Below is a listing of some standards directives and technical standards for safety and safety analysis that contain software provisions or imply SQA.  These directives and technical standards are sponsored by EH and do not apply to the Naval Nuclear Propulsion Program.

· DOE P 450.4, SAFETY MANAGEMENT SYSTEM POLICY, defines the policy for integrating safety into management and work practices at all levels and all facets of work planning and execution based on six components.  Quality assurance is implied in Component 3, Core Functions for Integrated Safety Management, by requiring a confirmation of readiness, feedback, oversight, and continuous improvement.  DOE G 450.4-1A is the implementing guide.

· DOE P 450.5, LINE ENVIRONMENT, SAFETY AND HEALTH OVERSIGHT, defines the policy for Federal and contractor staffs to conduct Environment, Safety, and Health line oversight in a cost-effective, coordinated, integrated, and efficient manner.  Quality assurance is implied by requiring compliance with applicable requirements, readiness assessments, verification reviews, for-cause reviews, and performance improvement.

· DOE O 414.1A, QUALITY ASSURANCE, states the requirements for DOE elements and contractors to develop Quality Assurance Programs (QAPs).  The Order states, “The QAPs must discuss how it integrates and satisfies quality requirements or similar management system requirements (such as environmental or safety) from sources other than this Order.”  The Order directs organizations to develop an integrated management approach or system to show linkage among various organization functions and programs.  It is consistent with the American Society of Mechanical Engineers (ASME) NQA-1 standard, which includes criteria for SQA.  

DOE O 5700.6C, QUALITY ASSURANCE (superseded by DOE O 414.1A), stated the quality criteria applied to all work and the items and services resulting from work.  It referenced the national consensus standard ASME NQA-1.  

· DOE O 420.1, FACILITY SAFETY, establishes facility safety requirements related to nuclear safety design, criticality safety, fire protection and natural phenomena hazards mitigation.  It references standards required for certain safety applications, such as ANS-8.1-1983 that includes requirements for validating computer programs.  DOE G 420.1-1 is the implementing guide.

· DOE O 5480.21, UNREVIEWED SAFETY QUESTIONS, sets forth the definition and basis for determining the existence of an Unreviewed Safety Question (USQ).  The intent of this Order is to provide contractors with the flexibility needed to conduct day‑to‑day operations and to require that those issues with a potential impact on the authorization basis, and therefore the safety of the facility, be brought to the attention of DOE--thus maintaining the proper safety focus.  The Order is focused on safety analysis of facilities, of which software could be a factor.

· DOE O 5480.22, TECHNICAL SAFETY REQUIREMENTS, states the requirements to have Technical Safety Requirements (TSR) prepared for DOE nuclear facilities and to delineate the criteria, content, scope, format, approval process, and reporting requirements of these documents and revisions thereof.  The Order is focused on technical safety requirements of facilities, of which software could be a factor.

· DOE O 5480.23, NUCLEAR SAFETY ANALYSIS REPORTS, establishes requirements for contractors responsible for the design, construction, operation, decontamination, or decommissioning of nuclear facilities to develop safety analyses that establish and evaluate the adequacy of the safety bases of the facilities and to document this in Safety Analysis Reports (SAR), which includes addressing quality assurance.  

· DOE M 411.1-A, SAFETY MANAGEMENT FUNCTIONS, RESPONSIBILITIES, AND AUTHORITIES, is a mechanism for implementing the Department's guiding principles established in DOE P 450.4, discussed above, and the safety management functions outlined in DOE P 411.1, SAFETY MANAGEMENT FUNCTIONS, RESPONSIBILITIES, AND AUTHORITIES POLICY. 

· DOE G 414.1-2, QUALITY ASSURANCE MANAGEMENT SYSTEM GUIDE FOR USE WITH 10 CFR 830.120 AND DOE O 414.1 contains a section (4.6.3) related to the Design Process, which calls for validation of the software used in the design process and refers to ASME NQA-1 for acceptable methods.  DOE G 830.120 (superseded by DOE G 414.1-2) was issued to implement 10 CFR 830.120, Quality Assurance.  This guide clearly referenced the ASME NQA Part 2.7 for SQA.

· DOE G 421.1-1, GOOD PRACTICES GUIDE, is a comprehensive guidance document to assist in developing a criticality safety program to implement the DOE Order (or Rule) on nuclear criticality safety, and the invoked ANSI/ANS standards, through use of good practices.  It provides brief information on SQA and verification, and an appendix on a software configuration control procedure.

· DOE-STD-1027-92, HAZARD CATEGORIZATION AND ACCIDENT ANALYSIS TECHNIQUES FOR COMPLIANCE WITH DOE ORDER 5480.23, NUCLEAR SAFETY ANALYSIS REPORTS, establishes guidance for the preparation and review of hazard categorization and accident analyses techniques.

· DOE-STD-3009-94, PREPARATION GUIDE FOR U.S. DOE NONREACTOR NUCLEAR FACILITY SAFETY ANALYSIS REPORTS, establishes guidance for consistency with DOE O 5480.23 requirements and its safety guide, and describes a safety analysis report (SAR) preparation method for DOE.  The standard contains a chapter on quality assurance.

EH also serves as the independent oversight organization and maintains responsibilities for DOE O 414.1A, QUALITY ASSURANCE, 10 CFR 830, NUCLEAR SAFETY MANAGEMENT and various QA guidance documents that are non-software specific.  

DOE Topical Committees. The Department of Energy Topical Committees were formed under the Technical Program Managers to support various DOE missions by providing guidance on implementation in specific functions/activities.  There are currently 24 registered DOE Topical Committees in varying states of activities.  Ten are active and functioning to support various DOE missions and have agendas rich in standards-related activities.  The QAWG interfaces with various Topical Committees to identify, inform, and resolve crosscutting quality assurance and safety issues.

Office of Chief Information Officer (OCIO).  The OCIO has the authority and responsibility for Departmentwide software policies and oversight, and has primary responsibility for identifying software standards and guidance.  Two OCIO programs, the Information Architecture (IA) Standards program and the Software Quality and Systems Engineering (SQSE) program, were established to carry out this responsibility.    

DOE Information Architecture (IA) Standards Program.  The DOE IA Standards program has the responsibility to lead, manage, integrate, and coordinate efforts centrally to achieve and implement standards to support the DOE IA. The purpose of the DOE IA is to ensure the wise stewardship of information technology resources by promoting a Departmental standards program that is participatory and consensus-based.  The goal of the IA Standards program is to be flexible, forward thinking, and aligned with technology directions.  The DOE IA Standards program applies to all DOE Elements, including contractors and laboratories.  The focus of the program is to establish a framework and best practices that will enable the overall accomplishment of the DOE mission and to avoid any unnecessary structural impediments.  

The IA Standards program sponsors and maintains a DOE IA Profile of Adopted Standards (latest is version 2000) and an ongoing IA Standards Adoption and Retirement Process.  The Profile consists of processes supported by representatives from the DOE community who are responsible for information technology standards activities. It is developed through consensus, with all of these representatives, thus ensuring that DOE Elements have a voice in the process.  Recommendations for changes to the Profile are submitted according to the IA Standards Adoption and Retirement Process.  The IA Standards program manager can be contacted when, and if, new standards should be proposed for inclusion.  The DOE IA Profile of Adopted Standards 2000 includes DOE standards, industry standards, and standards from recognized national and international bodies.  These standards provide the framework and roadmap on how to accomplish successful projects and Departmental IA-compliant information technology solutions. 

For information on the DOE IA Profile of Adopted Standards 2000, access the http://cio.doe.gov/standards website. 

Below is a listing of some software directives and standards issued by the OCIO.

· DOE N 203.1, SOFTWARE QUALITY ASSURANCE, specifies the requirements for an SQA program and SQA for projects.  The Notice references DOE directives and industry standards applicable to safety or safety software.  This Notice will be made into an Order.

· DOE O 200.1, INFORMATION MANAGEMENT, was canceled in FY 2000.  It contained no explicit requirements for software development, but did reference DOE G 200.1-1, SOFTWARE ENGINEERING METHODOLOGY.  DOE O 1330.1D, COMPUTER SOFTWARE MANAGEMENT, (superseded by DOE O 200.1) contained more explicit requirements for software development, including software quality assurance.  A replacement Order is under development for DOE O 200.1.

· DOE G 200.1-1, SOFTWARE ENGINEERING METHODOLOGY, contains guidance in regards to the application of SQA on software projects.  The Guide can and should be supplemented by site guidance to meet local needs.  Included in the appendices in the guide are three SQA processes endorsed by the OCIO; i.e., In-Stage Assessment (ISA) process, Structured Walkthrough process, and the Stage Exit process.

· DOE-STD-4001-2000, DOE DESIGN CRITERIA STANDARD FOR ELECTRONIC RECORDS MANAGEMENT SOFTWARE APPLICATIONS, establishes the recommended method for meeting the functional requirements of the laws and regulations pertaining to managing records using electronic Records Management Application (RMA) software (submitted to the DOE Technical Standards program by the OCIO).

Departmental Software Quality and Systems Engineering Program (SQSE).  The SQSE program, which is under the auspices of the OCIO, is responsible for providing policy, guidance, metrics, and assessment regarding software for the Department.  The mission of the SQSE program is to move the Department towards achieving higher levels of capability, maturity, and quality in information system solutions provided to the DOE customer.  The SQSE program formed a Department wide group called the Department wide Systems Engineering Process Group (DSEPG) for collaborating on and disseminating software information.  The DSEPG provides advice and support on the development and maintenance of DOE information systems and software management programs by assisting in the development of DOE directives or recommending flexible and adaptable industry standard project management, information systems engineering, and quality assurance guidance, procedures and other support.  Membership includes volunteers from Headquarters and field sites, both Federal and contractor staffs.  Information on the SQSE program appears on the http://cio.doe.gov/smp (soon to be http://cio.doe.gov/sqse) website.

Safety Analysis Software Group (SASG).  The SASG is initially established as a temporary group to respond to the Defense Nuclear Facilities Safety Board (DNFSB) Technical Report 25 regarding issues for safety analysis and I&C software.  The group is led by three Headquarters Federal employees (one each in DP (chair), EH, EM, and SC) and is comprised of DOE and contractor subject matter experts in safety analysis, software development, SQA, and authorization basis implementation.  Their task is challenging since the management of the safety analysis function and the organization of technical staff at M&O contractors in the DOE nuclear complex vary considerably.  The spectrum spans a centralized safety analysis (or authorization basis) organization to individual facilities, each relying on outside consultants.  Since there are a large number of widely scattered analysts performing safety analyses, the SASG serves as a centralized group and will try to obtain coordinated support from the EFCOG.  The SASG provides:

· Leadership for DOE and its contractors in safety analysis, design, and I&C software issues relating to safe design and operation of DOE nuclear facilities

· A mechanism to identify, address, and disposition major safety and I&C software issues that have crosscutting impact across DOE

· Identification of support mechanisms and resource allocation from stakeholder contractors and line organizations in the Department

As part of its advisory activities, the SASG has responsibility for identifying model improvements, and recommending new software development.  This activity incorporates not only DOE applicability and needs, but references “like” facilities and safety basis analytical support modeling advances found in commercial industry.  The SASG will work with the EFCOG to ensure that the newer versions of tool-box software are placed into proper configuration management, that users are notified of changes, and earlier versions are retired.  

This configuration management process will follow software lifecycle protocol, per standards identified by the Software Quality Assurance Subcommittee (SQAS) and the working group on policy.  The initial activities by the SASG will eventually be the basis for a permanent expert and advisory team in a DOE nuclear national laboratory.  As needs and specific issues arise, the advisory team will change in numbers and skill mix to meet these challenges at the appropriate level.

The SASG will use existing safety analysis Internet links to inform users of safety analysis issues. Software user alerts will be communicated via the EFCOG/SAWG website, listed above.  This website will be expanded to:

· Provide lessons learned in the application of codes in safety analysis

· Share benchmark data and test problem sets

· Maintain site-specific data sets such as site distances, meteorological data, etc.

· Message board features that communicate software news and developments, and user feedback.

Corrective Action Management (CAM) Team. The Deputy Assistant Secretary, Oversight (EH-2) serves as the sponsor for the CAM Team.  The team has two co-chairs, one from a line LPSO and one from EH-2.  The chairs maintain an information flow with the QAWG.  The Department of Energy corrective action management process addresses and resolves identified safety issues.  The CAM Team is a cross-organizational working group of representatives from Headquarters and field offices, as well as the Chairperson of the QAWG, whose primary mission is to support and coordinate line management efforts to implement the Department’s corrective action management process.  The CAM makes decisions based on a consensus of its membership.  If consensus cannot be reached, the Chair will seek resolution with the dissenting members’ senior management and final decision from the sponsor.

Integrated Safety Management (ISM).  Safety Management Systems provide a formal, organized process whereby people plan, perform, assess, and improve the safe conduct of work.  The Safety Management System is institutionalized through DOE directives and contracts to establish the Department-wide safety management objective, guiding principles, and functions. 

The system encompasses all levels of activities and documentation related to safety management throughout the DOE complex.  

The purpose of the Integrated Safety Management team is to provide guidance and assist to the DOE contractors in developing, describing, and implementing an Integrated Safety Management System.  The objective is to ensure the incorporation of safety into management and work practices at all levels, addressing all types of work and all types of hazards to ensure safety for the workers, the public, and the environment.  The team monitors and shares the lessons learned from the implementation of contractors’ Safety Management Systems and interfaces with the QAWG on safety and quality assurance issues.


2.2 Contractor Organizations.  

Energy Facility Contractors Group (EFCOG).  The EFCOG is a self-directed group of Management and Operating (M&O) contractors, Management and Integrating (M&I) contractors, and Environmental Restoration Management Contractors (ERMC) of DOE facilities.  EFCOG is composed of several working groups.  The most notable for safety is the Safety Analysis Working Group (SAWG).  The purpose of the EFCOG and the SAWG, a working group of EFCOG, is to promote excellence in all aspects of operation and management of DOE facilities in a safe, environmentally sound, more efficient and cost-effective manner through the ongoing exchange of information.  Through meetings, workshops and conferences, working group participants share proven (not theoretical or philosophical) management and technical processes, procedures, and programs.  They also share both positive and negative lessons learned.  The exchange of best practices and information between EFCOG members across the DOE complex is achieved without regard to competitive boundaries.  EFCOG/SAWG has a publications library on their website.  For more information on EFCOG and SAWG, access the http://www.efcog.org website.  (SAWG can be accessed after getting on the EFCOG website by clicking on Work Groups, then Working Groups and Subgroups, then Safety Analysis.)  

International Council on Systems Engineering (INCOSE) and the DOE INCOSE Systems Engineering (SE) Practices Interest Group.  DOE employees participate in INCOSE and have formed the DOE SE Practices Interest Group (DOESEPIG), which is a technical committee of INCOSE.  The DOESEPIG mission is to foster the application of good systems engineering practices within the U.S. Department of Energy complex.  Their focus is on the waste management and environmental restoration applications.  They can be accessed through the INCOSE website at http://www.incose.org by clicking on Table of Contents, then scrolling down to Working Groups and Interest Groups.  The former Headquarters Field Management (FM) organization had close ties to this group.  Some Headquarters members attend its annual meeting.

INCOSE is an international organization formed to develop, nurture and enhance the systems engineering approach to multi-disciplinary system product development.  The INCOSE mission states that INCOSE shall foster the definition, understanding, and practice of world class systems engineering in industry, academia, and government. They do not issue standards but their products may be adopted by industry standards organizations.  There are several committees sponsored by INCOSE.  In particular, the INCOSE Standards Technical Committee (STC) promotes the involvement in and influence on national, international, and other standards, handbooks, and guides.  The STC encourages, guides, and assesses INCOSE's participation in standards activities, coordinates INCOSE's review of standards, and disseminates information on standards and standardization activities.  Another is the Systems Engineering Management Methodology Working Group, whose purpose is to create, coordinate, and disseminate process definitions and methods for planning, organizing, integrating, and controlling the technical aspects of a project throughout a system's lifecycle.  INCOSE has a publications library on its website.  For more information on INCOSE, access the http://www.incose.org website.

Software Quality Assurance Subcommittee (SQAS).  The SQAS is sponsored by the DOE Nuclear Weapons Complex (NWC) Quality Managers under the auspices of the Albuquerque Operations Office (now under the National Nuclear Security Administration (NNSA)) and serves as a support organization for guidance of SQA across the NWC.  

The objectives of SQAS are to:

· serve as a technical advisory group to the Quality Managers, DOE Albuquerque Operations Office, and other DOE offices, as appropriate

· promote an understanding and awareness of software quality and its assurance

· identify and share tools, techniques, and methodologies for improving software quality

SQAS has developed several guidance documents for the NWC, some of which can be and are recommended for Departmentwide use.  Most of the documents were developed based on industry standards and guidance from the Software Engineering Institute (SEI).  For more information on SQAS, access the http://cio.doe.gov/sqas website.  Also, as stated previously, several Technical Business Practices used by the NWC (as referenced in the Development and Production (D&P) Manual) can be accessed on the official NWC http://prp.lanl.gov:8686/ website.tc \l2 "2.0
Organization Matrix(Larry: Could a brief description be provided for S-2 and EM-1 either separately or in with the discussion of QAWG?  Could a brief description be provided for ISM which would fall under section 2.1.1?  Could a brief description be provided for I-CAM, which would fall under section 2.3.1, assuming it stands for Integrated Computer Aided Manufacturing?  The roles and responsibilities are explained for the other organizations on the matrix.  Suggest adding EH and SASG to the matrix.  It appears Dae will push to make the SASG permanent.)The purpose of the organization matrix was to identify coordinating points cognizant of QA and capable of addressing safety and QA issues as they are identified.  The concept of an integrated matrix QA organizational structure was plotted on a chart to identify interface/communication channels, working relationships, roles and responsibilities, sponsorship, and a central point-of-contact for resolving QA issues.  There are more than twelve organizations or groups which could be depicted on the integrated QA organizational Structure.  The major Federal organizations are the Field Management Council (FMC), Office of the Chief Information Officer (OCIO), the Office of Environment, Safety and Health (EH), and the QAWG.  The major contractor organizations are the Energy Facility Contractors Group (EFCOG) and the Software Quality Assurance Subcommittee (SQAS).  The matrix structure shows the QAWG as the central point-of-contact or central liaison organization, among other independent and interdependent organizations and groups.  The QAWG may sponsor some groups.  Some groups or organizations may have their own charter and sponsor, but still have a formalized working, communication, or reporting relationship with the QAWG. Sections 2.1 through 2.3 provide a description of the DOE Federal and contractor organizations involved in safety, software, and quality.2.1
DOE Safety Organizations2.1.1 Federal Organizations  Field Management Council (FMC).  The FMC was created by a Secretarial memo dated April 21, 1999, and charged with "corporate program integration and the integration of support activities with line programs."  It was established to ensure consistent implementation of DOE policy in environment, safety, and health; safeguards and security; and business management.  All staff and support office policy and guidance which impact the field must flow through the FMC.  Policies and guidance developed by the staff and support offices are reviewed by the FMC and, if approved, passed to the Lead Principal Secretarial Officers (LPSO) for implementation.  It is the responsibility of the FMC to ensure consistency in the application of DOE policy and to maximize uniformity of operational management approaches.  Any conflict between a Principal Secretarial Officer (PSO) and the LPSO, or among PSOs, concerning direction to the field is resolved by the FMC.  The FMC is chaired by the Deputy Secretary, and includes the Under Secretary, the Assistant Secretaries for Defense Programs and Environmental Management, and the Director of the Office of Science.  Two other members, one from among the other PSOs and the other a Field Element Manager (FEM), serve in rotation.  The FMC recently assumed the responsibilities of the former Secretarial Safety Council, which was formed to provide DOE with leadership and guidance to meet integrated safety management targets; develop and maintain performance standards to be used to hold Federal personnel accountable for effective and timely implementation of integrated safety management, and to oversee the viability and effectiveness of the DOE employee concerns program.  The Secretarial Safety Council was composed of the same senior managers as the FMC and chaired by the Deputy Secretary. The FMC is described in the DOE M 411.1-1, SAFETY MANAGEMENT FUNCTIONS, RESPONSIBILITIES, AND AUTHORITIES MANUAL.  The FMC does not have a website.Office of Environment, Safety and Health (EH).  EH has primary responsibility for identifying safety standards and guidance, including those for safety software.  EH also oversees the development of DOE technical standards, including information technology standards, as they relate to health and safety.  The standards are not mandatory, but they can be mandated in an Order or clause.  The process for proposing, developing, and maintaining DOE standards is contained in the TSPPs and explained in DOE G 252.1-1.  Each organization=s Technical Standards Manager is responsible for assisting in the implementation of the standards and assisting standards developers in their organization.  The DOE Technical Standards program, which is managed by the Environment, Safety and Health (EH) organization at Headquarters, promotes the use of non-Government standards across the Department.  The issuance of DOE standards is governed by Public Law 104-113, National Technology Transfer and Advancement Act of 1995; OMB Circular No. A-119, Federal Participation in the Development and Use of Voluntary Consensus Standards and in Conformity Assessment Activities; DOE O 252.1, TECHNICAL STANDARDS PROGRAM; DOE G 252.1-1, TECHNICAL STANDARDS PROGRAM GUIDE; and DOE=s Technical Standards Program Procedures (TSPP).  Public Law 104-113 requires that Federal agencies use existing voluntary consensus standards where they are available and suitable, and that Federal agencies work with standards development organizations to develop needed new standards. Additional information on DOE Technical Standards and access to the Standards repository can be obtained on the http://tis.eh.doe.gov/techstds/ website. Below is a listing of some standards directives and technical standards for safety and safety analysis that contain software provisions or imply SQA.  These directives and technical standards are sponsored by EH and do not apply to the Naval Nuclear Propulsion Program.DOE P 450.4, SAFETY MANAGEMENT SYSTEM POLICY, defines the policy for integrating safety into management and work practices at all levels and all facets of work planning and execution based on six components.  Quality assurance is implied in Component 3, Core Functions for Integrated Safety Management, by requiring a confirmation of readiness, feedback, oversight, and continuous improvement.  DOE G 450.4-1A is the implementing guide.DOE P 450.5, LINE ENVIRONMENT, SAFETY AND HEALTH OVERSIGHT, defines the policy for Federal and contractor staffs to conduct Environment, Safety, and Health line oversight in a cost-effective, coordinated, integrated, and efficient manner.  Quality assurance is implied by requiring compliance with applicable requirements, readiness assessments, verification reviews, for-cause reviews, and performance improvement.DOE O 414.1A, QUALITY ASSURANCE, states the requirements for DOE elements and contractors to develop Quality Assurance Programs (QAPs).  The Order states, AThe QAPs must discuss how it integrates and satisfies quality requirements or similar management system requirements (such as environmental or safety) from sources other than this Order.@  The Order directs organizations to develop an integrated management approach or system to show linkage among various organization functions and programs.  It is consistent with the American Society of Mechanical Engineers (ASME) NQA-1 standard, which includes criteria for SQA.  DOE O 5700.6C, QUALITY ASSURANCE (superseded by DOE O 414.1A), stated the quality criteria applied to all work and the items and services resulting from work.  It referenced the national consensus standard ASME NQA-1.  DOE O 420.1, FACILITY SAFETY, establishes facility safety requirements related to nuclear safety design, criticality safety, fire protection and natural phenomena hazards mitigation.  It references standards required for certain safety applications, such as ANS-8.1-1983 that includes requirements for validating computer programs.  DOE G 420.1-1 is the implementing guide.DOE O 5480.21, UNREVIEWED SAFETY QUESTIONS, sets forth the definition and basis for determining the existence of an Unreviewed Safety Question (USQ).  The intent of this Order is to provide contractors with the flexibility needed to conduct day‑to‑day operations and to require that those issues with a potential impact on the authorization basis, and therefore the safety of the facility, be brought to the attention of DOEBthus maintaining the proper safety focus.  The Order is focused on safety analysis of facilities, of which software could be a factor.DOE O 5480.22, TECHNICAL SAFETY REQUIREMENTS, states the requirements to have Technical Safety Requirements (TSR) prepared for DOE nuclear facilities and to delineate the criteria, content, scope, format, approval process, and reporting requirements of these documents and revisions thereof.  The Order is focused on technical safety requirements of facilities, of which software could be a factor.DOE O 5480.23, NUCLEAR SAFETY ANALYSIS REPORTS, establishes requirements for contractors responsible for the design, construction, operation, decontamination, or decommissioning of nuclear facilities to develop safety analyses that establish and evaluate the adequacy of the safety bases of the facilities and to document this in Safety Analysis Reports (SAR), which includes addressing quality assurance.  DOE M 411.1-A, SAFETY MANAGEMENT FUNCTIONS, RESPONSIBILITIES, AND AUTHORITIES, is a mechanism for implementing the Department's guiding principles established in DOE P 450.4, discussed above, and the safety management functions outlined in DOE P 411.1, SAFETY MANAGEMENT FUNCTIONS, RESPONSIBILITIES, AND AUTHORITIES POLICY. DOE G 414.1-2, QUALITY ASSURANCE MANAGEMENT SYSTEM GUIDE FOR USE WITH 10 CFR 830.120 AND DOE O 414.1 contains a section (4.6.3) related to the Design Process, which calls for validation of the software used in the design process and refers to ASME NQA-1 for acceptable methods.  DOE G 830.120 (superseded by DOE G 414.1-2) was issued to implement 10 CFR 830.120, Quality Assurance.  This guide clearly referenced the ASME NQA Part 2.7 for SQA.DOE G 421.1-1, GOOD PRACTICES GUIDE, is a comprehensive guidance document to assist in developing a criticality safety program to implement the DOE Order (or Rule) on nuclear criticality safety, and the invoked ANSI/ANS standards, through use of good practices.  It provides brief information on SQA and verification, and an appendix on a software configuration control procedure.DOE-STD-1027-92, HAZARD CATEGORIZATION AND ACCIDENT ANALYSIS TECHNIQUES FOR COMPLIANCE WITH DOE ORDER 5480.23, NUCLEAR SAFETY ANALYSIS REPORTS, establishes guidance for the preparation and review of hazard categorization and accident analyses techniques.DOE-STD-3009-94, PREPARATION GUIDE FOR U.S. DOE NONREACTOR NUCLEAR FACILITY SAFETY ANALYSIS REPORTS, establishes guidance for consistency with DOE O 5480.23 requirements and its safety guide, and describes a safety analysis report (SAR) preparation method for DOE.  The standard contains a chapter on quality assurance.2.1.2  Contractor Organizations.  Energy Facility Contractors Group (EFCOG).  The EFCOG is a self-directed group of Management and Operating (M&O) contractors, Management and Integrating (M&I) contractors, and Environmental Restoration Management Contractors (ERMC) of DOE facilities.  EFCOG is composed of several working groups.  The most notable for safety is the Safety Analysis Working Group (SAWG).  The purpose of the EFCOG and the SAWG, a working group of EFCOG, is to promote excellence in all aspects of operation and management of DOE facilities in a safe, environmentally sound, more efficient and cost-effective manner through the ongoing exchange of information.  Through meetings, workshops and conferences, working group participants share proven (not theoretical or philosophical) management and technical processes, procedures, and programs.  They also share both positive and negative lessons learned.  The exchange of best practices and information between EFCOG members across the DOE complex is achieved without regard to competitive boundaries.  EFCOG/SAWG has a publications library on their website.  For more information on EFCOG and SAWG, access the http://www.efcog.org website.  (SAWG can be accessed after getting on the EFCOG website by clicking on Work Groups, then Working Groups and Subgroups, then Safety Analysis.)  2.2
DOE Software Organizations2.2.1
Federal Organizations.  Office of Chief Information Officer (OCIO).  The OCIO has the authority and responsibility for Departmentwide software policies and oversight, and has primary responsibility for identifying software standards and guidance.  Two OCIO programs, the Information Architecture (IA) Standards program and the Software Quality and Systems Engineering (SQSE) program, were established to carry out this responsibility.  The SQSE program is discussed in Section 2.3.1.  The DOE IA Standards program has the responsibility to lead, manage, integrate, and coordinate efforts centrally to achieve and implement standards to support the DOE IA. The purpose of the DOE IA is to ensure the wise stewardship of information technology resources by promoting a Departmental standards program that is participatory and consensus-based.  The goal of the IA Standards program is to be flexible, forward thinking, and aligned with technology directions.  The DOE IA Standards program applies to all DOE Elements, including contractors and laboratories.  The focus of the program is to establish a framework and best practices that will enable the overall accomplishment of the DOE mission and to avoid any unnecessary structural impediments.  The IA Standards program sponsors and maintains a DOE IA Profile of Adopted Standards (latest is version 2000) and an ongoing IA Standards Adoption and Retirement Process.  The Profile consists of processes supported by representatives from the DOE community who are responsible for information technology standards activities. It is developed through consensus, with all of these representatives, thus ensuring that DOE Elements have a voice in the process.  Recommendations for changes to the Profile are submitted according to the IA Standards Adoption and Retirement Process.  The IA Standards program manager can be contacted when, and if, new standards should be proposed for inclusion.  The DOE IA Profile of Adopted Standards 2000 includes DOE standards, industry standards, and standards from recognized national and international bodies.  These standards provide the framework and roadmap on how to accomplish successful projects and Departmental IA-compliant information technology solutions. For information on the DOE IA Profile of Adopted Standards 2000, access the http://cio.doe.gov/standards website. Below is a listing of some software directives and standards issued by the OCIO.DOE N 203.1, SOFTWARE QUALITY ASSURANCE, specifies the requirements for an SQA program and SQA for projects.  The Notice references DOE directives and industry standards applicable to safety or safety software.  This Notice will be made into an Order.DOE O 200.1, INFORMATION MANAGEMENT, was canceled in FY 2000.  It contained no explicit requirements for software development, but did reference DOE G 200.1-1, SOFTWARE ENGINEERING METHODOLOGY.  DOE O 1330.1D, COMPUTER SOFTWARE MANAGEMENT, (superseded by DOE O 200.1) contained more explicit requirements for software development, including software quality assurance.  A replacement Order is under development for DOE O 200.1.DOE G 200.1-1, SOFTWARE ENGINEERING METHODOLOGY, contains guidance in regards to the application of SQA on software projects.  The Guide can and should be supplemented by site guidance to meet local needs.  Included in the appendices in the guide are three SQA processes endorsed by the OCIO; i.e., In-Stage Assessment (ISA) process, Structured Walkthrough process, and the Stage Exit process.DOE-STD-4001-2000, DOE DESIGN CRITERIA STANDARD FOR ELECTRONIC RECORDS MANAGEMENT SOFTWARE APPLICATIONS, establishes the recommended method for meeting the functional requirements of the laws and regulations pertaining to managing records using electronic Records Management Application (RMA) software (submitted to the DOE Technical Standards program by the OCIO).Safety Analysis Software Group (SASG).  The SASG is initially established as a temporary group to respond to the Defense Nuclear Facilities Safety Board (DNFSB) Technical Report 25 regarding issues for safety analysis and I&C software.  The group is led by three Headquarters Federal employees (one each in DP (chair), EH, and EM) and is comprised of DOE and contractor subject matter experts in safety analysis, software development, SQA, and authorization basis implementation.  Their task is challenging since the management of the safety analysis function and the organization of technical staff at M&O contractors in the DOE nuclear complex vary considerably.  The spectrum spans a centralized safety analysis (or authorization basis) organization to individual facilities, each relying on outside consultants.  Since there are a large number of widely scattered analysts performing safety analyses, the SASG serves as a centralized group and will try to obtain coordinated support from the EFCOG.  The SASG provides:Leadership for DOE and its contractors in safety analysis, design, and I&C software issues relating to safe design and operation of DOE nuclear facilitiesA mechanism to identify, address, and disposition major safety and I&C software issues that have crosscutting impact across DOEIdentification of support mechanisms and resource allocation from stakeholder contractors and line organizations in the DepartmentAs part of its advisory activities, the SASG has responsibility for identifying model improvements, and recommending new software development.  This activity incorporates not only DOE applicability and needs, but references Alike@ facilities and safety basis analytical support modeling advances found in commercial industry.  The SASG will  work with the EFCOG to ensure that the newer versions of tool-box software are placed into proper configuration management, that users are notified of changes, and earlier versions are retired.  This configuration management process will follow software lifecycle protocol, per standards identified by the Software Quality Assurance Subcommittee (SQAS) and the working group on policy.  The initial activities by the SASG will eventually be the basis for a permanent expert and advisory team in a DOE nuclear national laboratory.  As needs and specific issues arise, the advisory team will change in numbers and skill mix to meet these challenges at the appropriate level.The SASG will use existing safety analysis Internet links to inform users of safety analysis issues.  Software user alerts will be communicated via the EFCOG/SAWG website, listed above.  This website will be expanded to:Provide lessons learned in the application of codes in safety analysisShare benchmark data and test problem setsMaintain site-specific data sets such as site distances, meteorological data, etc.Message board features that communicate software news and developments, and user feedback.2.2.2
Contractor Organizations.International Council on Systems Engineering (INCOSE) and the DOE INCOSE Systems Engineering (SE) Practices Interest Group.  DOE employees participate in INCOSE and have formed the DOE SE Practices Interest Group (DOESEPIG), which is a technical committee of INCOSE.  The DOESEPIG mission is to foster the application of good systems engineering practices within the U.S. Department of Energy complex.  Their focus is on the waste management and environmental restoration applications.  They can be accessed through the INCOSE website at http://www.incose.org by clicking on Table of Contents, then scrolling down to Working Groups and Interest Groups.  The former Headquarters Field Management (FM) organization had close ties to this group.  Some Headquarters members attend its annual meeting.INCOSE is an international organization formed to develop, nurture and enhance the systems engineering approach to multi-disciplinary system product development.  The INCOSE mission states that INCOSE shall foster the definition, understanding, and practice of world class systems engineering in industry, academia, and government. They do not issue standards but their products may be adopted by industry standards organizations.  There are several committees sponsored by INCOSE.  In particular, the INCOSE Standards Technical Committee (STC) promotes the involvement in and influence on national, international, and other standards, handbooks, and guides.  The STC encourages, guides, and assesses INCOSE's participation in standards activities, coordinates INCOSE's review of standards, and disseminates information on standards and standardization activities.  Another is the Systems Engineering Management Methodology Working Group, whose purpose is to create, coordinate, and disseminate process definitions and methods for planning, organizing, integrating, and controlling the technical aspects of a project throughout a system's lifecycle.  INCOSE has a publications library on its website.  For more information on INCOSE, access the http://www.incose.org website.2.3
DOE Quality Assurance Organizations2.3.1  Federal OrganizationsDepartmental Software Quality and Systems Engineering Program (SQSE).  The SQSE program, which is under the auspices of the OCIO, is responsible for providing policy, guidance, metrics, and assessment regarding software for the Department.  The mission of the SQSE program is to move the Department towards achieving higher levels of capability, maturity, and quality in information system solutions provided to the DOE customer.  The SQSE program formed a Departmentwide group called the Departmentwide Systems Engineering Process Group (DSEPG) for collaborating on and disseminating software information.  The DSEPG provides advice and support on the development and maintenance of DOE information systems and software management programs by assisting in the development of DOE directives or recommending flexible and adaptable industry standard project management, information systems engineering, and quality assurance guidance, procedures and other support.  Membership includes volunteers from Headquarters and field sites, both Federal and contractor staffs.  Information on the SQSE program appears on the http://cio.doe.gov/smp (soon to be http://cio.doe.gov/sqse) website.Office of Environment, Safety and Health (EH).  EH serves as the independent oversight organization and maintains responsibilities for DOE O 414.1A, QUALITY ASSURANCE, and various QA guidance documents that are non-software specific.  EH is also responsible for 10 CFR 830, Nuclear Safety Management.Quality Assurance Working Group (QAWG).  The QAWG has overall responsibility for reporting on the condition of the Department=s quality assurance program.  The QAWG is composed of senior QA professionals throughout DOE, both Federal and contractor staffs.  The QAWG addresses QA problems as they arise and advises the Deputy Secretary (i.e., the Chief Operating Officer) on the health of DOE QA programs.  In support of line management, the QAWG:$
Identifies and recommends resolution of crosscutting QA issues impacting the safety of the worker, the public, and the environmentProvides appropriate recommendations to the Deputy Secretary through the Field Management Council (FMC) for action by Field Elements and/or their contractorsProposes and comments on Departmental positions on QA safety issues, policies, and guidancePeriodically reports on the status of identified crosscutting QA safety issues requiring resolutionIdentifies other DOE crosscutting organizations and work on integrated efforts to improve the efficiency and effectiveness of the Department QA and Integrated Safety Management programsAssists with implementation of QA safety recommendationsThe QAWG can issue QA requirements, guides, and standard documents, which would be issued through the DOE Directives System or DOE Technical Standards program.  For more information on the QAWG, access the http://twilight.saic.com/qawg website.2.3.2
Contractor OrganizationsThere are several contractor groups that meet regularly to establish and promote best practices for safety and software.  The most notable contractor groups for software and systems engineering are the Software Quality Assurance Subcommittee (SQAS) and the DOE International Council on Systems Engineering (DOE INCOSE).Software Quality Assurance Subcommittee (SQAS).  The SQAS is sponsored by the DOE Nuclear Weapons Complex (NWC) Quality Managers under the auspices of the Albuquerque Operations Office (now under the National Nuclear Security Administration (NNSA)) and serves as a support organization for guidance of SQA across the NWC.  The objectives of SQAS are to:serve as a technical advisory group to the Quality Managers, DOE Albuquerque Operations Office, and other DOE offices, as appropriatepromote an understanding and awareness of software quality and its assuranceidentify and share tools, techniques, and methodologies for improving software qualitySQAS has developed several guidance documents for the NWC, some of which can be and are recommended for Departmentwide use.  Most of the documents were developed based on industry standards and guidance from the Software Engineering Institute (SEI).  For more information on SQAS, access the http://cio.doe.gov/sqas website.  Also, as stated previously, several Technical Business Practices used by the NWC (as referenced in the Development and Production (D&P) Manual) can be accessed on the official NWC http://prp.lanl.gov:8686/ website.  
3.0 Findings and Recommendations

It is the consensus of QA and safety staffs that regular management attention from local DOE offices and its contractors is necessary to implement improvements in safety analysis and QA.  Proper contract requirements and implementing processes based on DOE rules, Orders, guides and reference standards must be established.  In addition, assessment of proper implementation must be performed by local DOE organizations.

3.1
Findings
Several findings of governance and responsibility became apparent in the review of Departmental QA and safety organizations.  These findings influence the relationship of organizations since they establish protocols.

Finding No. 1: The Nuclear Safety Rule (10 CFR 830, Nuclear Safety Management) addresses the adequacy of “documented safety analysis” for nuclear facilities and activities and for non-nuclear hazardous facilities and activities, which could potentially impact the safety of nuclear operations.  QA is very instrumental to assuring adequate documentation.

Finding No. 2: SQA needs to be addressed within the context of the overall quality assurance program for DOE’s defense nuclear facilities, especially considering the criteria in 10 CFR 830, Nuclear Safety Management.

Finding No. 3: The Integrated Safety Management program, which evolved from DNFSB Recommendation 95-2, was expanded by the Safety Management Implementation Team (SMIT) to include both nuclear facilities and other hazardous (non-nuclear) facilities.  The work of SMIT has been completed and implementation will be the responsibility of the DOE Cognizant Secretarial Offices (CSO) and contractors.
Finding No. 4: The DNFSB sent a letter to the Deputy Secretary on July 10, 2000, stating that ISM (includes QA integration) should be implemented by line management; i.e., each Program Secretarial Office (PSO), and not delegated to Environment, Safety and Health (EH) as it would be counter-productive.  Because EH is not part of line management, the organization provides a better role as an independent assessor.

Finding No. 5: EH is the Office of Primary Interest (OPI) and owner of the QA rule (10 CFR 830.120); DOE O 414.1A, QUALITY ASSURANCE; and associated guides.  Technical safety requirements are contained in the EH directives.

Finding No. 6: The OCIO has primary responsibility for software directives (e.g., Orders, Guides, Policies, etc.) per the Clinger-Cohen Act and must set expectations for software management, engineering, and assurance, and other information management requirements per OMB Circular A-130 and the Paperwork Reduction Act (as well as other legislation).  The DOE computing environment has become very diverse and complex so that the software cannot be considered an entity of its own, but part of a larger total systems context that includes the infrastructure upon which it is executed.  DOE is highly dependent on software not just only for information generation but to ensure that the software reflects the processes and scenarios needed for conducting its missions and businesses.

Finding No. 7: Information security; i.e., protecting the data, is a major issue for software systems.  One of the strongest defenses against viruses and terrorist attacks is well-developed code that is structured, modular, and includes the inline information needed for understanding the code, as well as other documentation, so that updates can be made easily, swiftly, and cost-effectively.  It is very beneficial for all software to undergo SQA, and of utmost importance that mission-critical, mission-essential, or high-risk code undergo SQA processes to ensure quality software is produced.  SQA (as well as project management and software systems engineering) increases quality and saves time and money in the near and long term.

Finding No. 8: All Departmental Orders need to have the Secretary as the issuing authority for application to both DOE and NNSA.

3.2 Recommendations

Recommendation No. 1: Promotion and Awareness.  DOE safety, software, and quality organizations can be a source for providing promotion and awareness of the need to have quality software and standards.  These groups include both Federal and contractor organizations such as the QAWG, the SQSE program team, SQAS, EFCOG, and potentially the SASG.  Recommend these groups form closer working relationships.

Recommendation No. 2: Web Linkages.  Most of the organizations discussed in this report have established websites.  Recommend the websites of these organizations be linked, which would be conducive to ensuring better communication and sharing.


“DOE QAWG MATRIX ORGANIZATIONAL STRUCTURE”


The Department of Energy

Quality Assurance Working Group

Charter (November 2000)

Mission:
In support of line management, the DOE Quality Assurance Working Group (QAWG) will:

• Identify and recommend resolution of crosscutting quality assurance issues impacting the safety of the worker, the public, and the environment.

• Provide appropriate recommendations to the Deputy Secretary through the Field Management Council (FMC) for actions by Field Elements and/or their contractors.

• Propose and comment on Departmental positions on Quality Assurance (QA) safety issues, policies, and guidance.

• Periodically report on the status of identified crosscutting QA safety issues requiring resolution.

• Identify other DOE crosscutting organizations and work on integrated efforts to improve the efficiency and effectiveness of the Department QA and Integrated Safety Management Programs.

• Assist with implementation of QA safety recommendations.

Champion/Sponsor: 

The Department of Energy’s Deputy Secretary is the Champion of the QAWG.  He/she serves as the Departmental focal point for quality assurance issues and provides leadership for quality assurance implementation.

Chairperson:
The Office of Environmental Management (EM-1) currently serves as the Chairperson.

The Chairperson is assigned by one of three Lead Program Secretarial Offices (PSO) (Environmental Management, Defense Programs and Science) on a two-year rotating basis. 

Vice-Chairperson:
The Office of Defense Programs (DP-1) currently serves as the Vice-Chairperson.  The 

Vice-Chairperson is assigned by one of the three Lead Program Secretarial Offices on a two-year rotating basis. 

Functions:
The designee Chairperson and Vice-Chairperson will lead, facilitate, and coordinate the activities of the QAWG.  The QAWG will develop and implement an approved documented process through which it accomplishes its mission and the intent of this charter.  QA requirements, guides, and standard documents produced by the QAWG will be coordinated through the DOE 

Directives System and/or the DOE Technical Standards Program.

Budget:

The QAWG will assemble an annual budget plan for the PSOs’ approval.  The QAWG will provide quarterly budget reports to the PSOs.  The QAWG will prepare annual milestones and objectives consistent with the budget, and will provide quarterly reports on performance.
Membership:
QAWG members are technically qualified individuals designated by their respective organizations to act in their behalf on all quality assurance matters addressed by the QAWG.  Members of the QAWG will include the appointed senior managers or designees from DOE Headquarters Program Secretarial Offices (including the Offices of Management and Administration (MA) and Environment, Safety and Health (EH)), DOE Field, Operations Offices and Sites, and DOE Laboratories and contractors.  Members shall designate an alternate to act in their absence.

The Offices of the Inspector General (IG) and General Counsel (GC) and the Defense Nuclear Facilities Safety Board (DNFSB) serve as ex-officio members of the QAWG.

General Member Responsibilities:
QAWG members will, within the context of their job, remain abreast of quality assurance/safety issues, activities, practices and trends across the DOE complex, in other government entities, and in private industry.

The QAWG members will collect and share information pertinent to the QAWG mission and submit potential issues or recommendations for QAWG consideration, as appropriate.

The QAWG members will remain abreast of reporting requirements and cooperate with the IG and the GC regarding recommended procedures and practices for legal action.

The QAWG members will coordinate with other activities, both within and outside DOE, on matters of quality assurance and quality management for safety, operational, and production related matters.

Group decisions will be reached through consensus.

Committees:
The QAWG will carryout its functions through the use of three committees:

• Administrative Committee - responsible for the administrative functions of the QAWG.

• Advocacy Committee - responsible for marketing, training, membership status, and interfacing with internal and external organizations.

• Standing Committee - review and initially analyze potential QA safety issues to determine appropriateness for QAWG consideration, involvement, and actions.  The committee will be led by the Vice-Chairperson and, in a timely manner, identify and define problems in quality assurance terms and present the issues along with its recommendations to the QAWG.

The QAWG may form sub-teams to resolve specific issues, make recommendations, and report back on a path forward.
Matrix Organizational Structure:
The QAWG uses a matrix organizational structure (attached) within the Department to accomplish its mission and functions.  The purpose of the matrix organizational structure is to improve information exchange and the working relationship among QA related groups or organizations.  This is accomplished by identification and linkage of web sites, supporting other group activities, and use of joint resources to achieve greater efficiency and effectiveness.  The matrix is not an organizational reporting chart except for the QAWG, Standing Committee and Task Teams.

Meetings:
Meetings will be held periodically, as determined by the QAWG or the Deputy Secretary.  Meeting minutes will be issued.  When possible, meetings will be conducted by telephone conference calls.

Reporting:
The QAWG will report the results of its activities to the Deputy Secretary, through the FMC.
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The following is a listing of the websites for the organizations discussed in this study report.

	LISTING OF WEBSITES FOR DOE FEDERAL AND CONTRACTOR ORGANIZATIONS

	DOE Websites

	OCIO/IA Standards
	Departmental Information Architecture Standards Program
	http://cio.doe.gov/standards 

	OCIO/SQSE Program
	Departmental Software Quality and Systems Engineering Program
	http://cio.doe.gov/smp 

(soon to be http://cio.doe.gov/sqse)

	QAWG
	Quality Assurance Working Group
	http://twilight.saic.com/qawg 

	EH
	Technical Standards Program
	http://tis.eh.doe.gov/techstds/ 

	Contractor Websites

	EFCOG/SAWG
	Energy Facilities Contracting Group/Safety Analysis Working Group
	http://www.efcog.org/ 

	SQAS
	Software Quality Assurance Subcommittee
	http://cio.doe.gov/sqas 

	NWC
	Product Realization Process (includes Technical Business Practices, QC-1, and D&P Manual)
	http://prp.lanl.gov:8686/ 
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