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Foreword

Considerations for Implementing Digital Sgnatures at the Department of Energy (DOE) is
intended for both technical and nontechnica audiences, and as an ad to program managers, legd daff,
records managers, software support staff, and security specidists consdering the implementation of
digital signature for any goplication. This document will be of particular interest to Saff involved in
setting up apublic key infrastructure. (NOTE: Termsappear in bold italics thefirg time they are
mentioned and are defined in appendix A, Glossary.)

The following aspects of implementing digital Sgnature are discussed.

* PublicKey Infrastructure (PK1)—PKI, which supports implementation and operation of a
certificate-based public key cryptographic system, is dependent upon third parties who verify and
certify the association between adigital Sgnature and a particular person or entity. This third party
may aso serve as arepository for certificates. Thisthird party isknown as acertificate
authority.

C Digital Signature Applications-Digital Sgnatures can be used for e-mall, eectronic funds
trangfer, eectronic data interchange, software distribution, data storage (to provide verification of
dataintegrity in the future), and other gpplications that require data integrity, assurance, and data
origin authentication.

C Digital Signature Standards—The standardsin this document are included in the DOE
Information Architecture Profile of Adopted Standards 2000, and represent guidance for
achieving interoperability Departmentwide, Governmentwide, and with the private sector.

C  Records M anagement-With digita sgnature implementations, it is necessary to include records
managers in the planning process. This ensures a uniform archiving process that addresses
evidentiary issues and alows document retrieva in the future.

C Legal Consderations—The formad requirementsfor legd transactions, including the need for
sgnatures, vary in lega systems and with the passage of time. Digitd sgnature technology
provides the elements required for lega authentication of a Sgnature.

The Digitd Signature Working Group (DISIWG), founded in July 1996 and under the auspices of the
DOE Office of the Chief Information Officer, is made up of DOE gaff, both Federal and contractor,
who are investigating, developing, and implementing the technology at their Stes. DISWG enables the
DOE community to implement interoperable, cost-effective digital Sgnature gpplications, work together
to identify corporate issues and partnership opportunities, and share information about digital signature
and public key infrastructure activities.
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DISIWG activities are conducted via televideoconference. Representatives from the following sites

participate in the DISWG.

Argonne National Laboratory, IL
Bechtel Nevada, NV

Bonneville Power Administration, OR
Brookhaven National Laboratory, NY
Chicago Operations Office, IL

DOE Headquarters
Honeywell/Albuquerque, NM
Honeywell/Kansas City, MO

Idaho Operations Office, ID

Thomas Jefferson National Accelerator Facility, VA

Lawrence Berkeley National Laboratory, CA
Lawrence Livermore National Laboratory, CA
Lockheed Martin Energy Systems, Inc., TN

Los Alamos National Laboratory, NM

National Energy Technology Laboratory, WV/PA

Nevada Operations Office, NV

Oak Ridge National Laboratory, TN

Oakland Operations Office, CA

Office of Scientific and Tech. Information, TN
Pacific Northwest National Laboratory, WA
Richland Operations Office, WA

Sandia National Laboratories/Albuquerque, NM
Savannah River Operations Office, SC
Strategic Petroleum Reserve Project Office, LA
Waste Isolation Pilot Project Office, NM
Western Area Power Administration, CO
Westinghouse Savannah River Company, SC
West Valley Demonstration Project, NY
Yucca Mountain Site Office, NV

Participation in DISSWG is open to dl DOE facilities. For more information, contact the DISWG
chairman: Phil Shbert, philip.sibert@ns.doe.gov, 202-586-2541.

The graphics appearing throughout the document were furnished by John VVolmer of Argonne Nationd

Laboratory.
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Digital Signature Overview

Because of the increasing, ever evolving use of eectronic technology, aframework for authenticating
computer-based information must be established. Electronic messages are rapidly replacing paper in
today's workplace. These messages are migrating beyond private, limited-function communications to
open networks, such as the Internet, and have unlimited uses. Because open networks lack rigorous
access and usage contrals, they are basically unsecure. Consequently, electronic messages are
particularly susceptible to dtering, tampering, or forging. Digitd Sgnatureisatechnologica solution.

Digita sgnatures are key to the viability of eectronic commerce, from commercid and legd
gandpoints. A digitd signature is unforgeable data that affirms a named person wrote or otherwise
agreed to the document to which the signature is attached. Business information exchanged and
activities performed must have the same leve of authentication as paper-based exchanges and activities
that are legally enforcegble. Digitd signatures are one way to accomplish this.

A digitd sgnatureis neither a pen-and-ink sgnature nor is it a handwritten signature scanned into a
computer and attached to an electronic message. It is created from the coordinated application of
technology, policy, and procedures. The more credible, valuable, and enduring the signature needs to
be, the more precision is required to execute these components in awork-flow process. Policies and
procedures are an integral part of the information infrastructure where a work-flow process requiring
digital sgnaturesisimplemented. These are addressed through public key infrastructure (PK1),
standards, records management policies, lega requirements, and Federal directives.

Digitd signature technology is a two-step process performed on an e ectronic message by encryption
software that has been loaded onto the sender's computer. Although adigital Sgnature is not
handwritten, the process of creeting and verifying a digita signature is dectronicdly the sameasa
handwritten Sgnature on paper. A digital Sgnature enables users to verify the identity of the sender and
determine whether the document was dtered en route.

For adigital signature to work, two processes must occur. First, arecipient must be able to reliably
associate the sender with the public verification key used to decrypt the message digest. Unlikea
pen-and-ink signature, adigital Sgnature has no intringc association with a particular person. The keys
arejus large numbers. Second, adigitd Sgnature must have the same lega vaidity as a handwritten
signature on a paper document.

Digital Signature Cryptography

Digitd sgnatures are created and verified usng atechnique known as asymmetric (public key)
cryptography. The technique employs a mathematica agorithm with two different, but
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mathematicaly related, keys. One key is used to create a digitad sgnature, and the other key is used to
verify the sgnature. To understand the concept of keys, it isimportant to first consider the Smplest
form, symmetric (private key) cryptography. Figure 1 illugtrates sharing aprivate key.

Figure 1. Shared Private Key

Sender — standard algorithms

) “%” Decryption ?

shared privale kw}

Unlike the shared private key, adigita sgnature usestwo keys. The complementary keys for digital
sgnatures are termed the private key (known only to the signer and used to create the digitd signature)
and the public key (more widdly known and used by arelying party to verify the digital Sgnature).
Figure 2 illugtrates the public/private key concept.

Eneryplion

Receiver

Figure 2: Public/Private Key
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A public key can be used by anyone to verify the Sgner'sdigitd Sgnature. It can residein an online
repository or directory where it is eadly ble. Although the two keys are mathematicaly related,
it is not computationdly feasible to derive the private key from the public key. Many people may know
asgner's public key and useit to verify the Sgner's sgnature, but they cannot discover the signer's
private key and use it to forge adigita sgnature.
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The integrity of a message can be assured by a process using ahash function. A hash functionisan
agorithm that crestes aunique digita representation or fingerprint in a hash value of a standard length
that is usudly smdler than the message. Any change to the message produces a different hash value
when the same hash function isused. Therefore, hash functions provide assurance that the message has
not been modified Snceit was digitaly sgned. Figure 3 illugtrates cregting a digitd signature.

Figure 3: Creating a Digital Signature
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Typicdly, adigitd sgnature (adigitaly sgned hash vaue of the message) is atached to its

message and stored or transmitted with its message. However, it may aso be sent or stored asa
separate data dement, as long asit maintains ardiable association with its message. A digitd Sgnature
isunique to its message, and is usdlessif separated from its message.

Digital Signature Process

The digita signature process assumes two users have agreed upon a hash function and a Sgnature
dgorithm. The originator, who needs to send a signed message, performs the following:

*  Genaatesthe digest for the message using the hash function;

* Createsadigitd sgnature usng the digest and the originator's private key; and
»  Trangmits the message, message digest, and digita signature to the recipient.
Upon receiving the message, the recipient performs the following procedure.

C  Generatesthe digest for the message received; and
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* Usesthediges, the originator's public key, and the Signature received as input to a signature
verification process.

If the Sgnatureis verified, the recipient is assured that the message was not modified and thet the
originator sent the message. If any portion of the origind message was changed, the message digest
generated causes the Sgnature verification processto fail. Figure 4 illustrates what happens when a
digitaly signed message is received.

Figure 4: Receiving a Digital Signature
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Digital Signature Benefits
Digitd ggnatures, if properly implemented and used, offer solutions for the following:

C Impostors—Minimizestherisk of impostors or people who try to deny responsbility by claming
they have been impersonated;

C Message I ntegrity—Minimizes the risk of undetected message tampering, forgery, and the dlam
that a message was dtered after it was sent;

¢ Formal Legal Requirements-Satisfieslegd requirements for written signatures and origina
documents, and
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C  Open Sysems—Retains a high degree of information security, even for information sent over
open, unsecure, but widdy used, channels.
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Business Case

One aspect of adigital Sgnature business case would be to develop potential gpplications. Another
congderation for using digita signature is whether adigita signatureis redlly needed as opposed to a
ample eectronic gpproval. In many cases, Sgnatures are affixed to paper documents becauseit isan
expedient and eadily available way to conduct business, not because alegally binding, undterable
sgnature is needed.

When re-engineering awork process, in addition to making it paperless, it isimportant to determine
whether asignature isredly a necessary part of the process. At least for pilot implementations of digita
sggnature, where a high overhead and steep learning curve exig, it is important to choose gpplications
that truly require authentication, integrity, and/or nonrepudiation.
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Public Kex Infrastructure

A public key infrastructure (PK1) provides the meansto bind public keysto their owners and helps to
digtribute reliable public keys in large heterogeneous networks. PKI alows persons without prior
knowledge of each other to engage in verifigble transactions. To verify adigita sgnature, the verifier
must have access to the signer's public key. In transactions involving only two parties, each party
smply communicates the public key of the key pair to be used. As eectronic commerce movesto the
Internet, where significant transactions occur, authenticatiory integrity/nonrepudiation become issues of
efficiency and reliability. Figure 5 illustrates the smplest case using PKI. Both sender and receiver are
part of the same trust environment. Upon recelving the digitaly sgned message, the recaeiver's
workgtation initiates alightweight directory access protocol (LDAP) request to the local X.500
directory.

Figure 5: PKI - A Simple Example

N LDAP v
Request for

X 500 Server sender's cerificata 2
\\\ :
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PKI uses one or more trusted third parties to associate an identified signer with a specific public key.
That trusted third party is referred to as a certificate authority (CA). CAsissueadigital certificate
that identifies the CA issuing it and the subscriber, contains the subscriber's public key, and is digitaly
sgned with the CA's private key. To obtain adigitd certificate, the subscriber who wantsto digitaly
Sgn amessage or document presents a copy of hisher public key aong with sufficient proof of identity
to the CA. Once satisfied asto the identity of the subscriber, the CA issues the subscriber adigital
catificate. To make apublic key and itsidentification with a specific Sgner avallable for usein
verification, the certificate is published in arepogtory or directory. Certificates can be automatically
retrieved by the verification program directly accessing the repository.

Certificate authorities create and post certificates and maintain certificate revocation lists (CRLS). A
CRL contains the serid numbers of certificates that have been reported no longer valid or are
suspected of being compromised. A certificate authority infrastructure provides a uniform way to
obtain certificates while dlowing for possible differences in certificate management policies used by
different segments of the infragtructure. In addition, mechanisms are provided that enable each user to
know the policies governing any certificate encountered.

With a certificate authority infrastructure in place, areceiving party can be reasonably assured thet the
document iswhat it purports to be and that the Sgner isa particular person. There will be ingtitutiona
overheed for establishing and utilizing certification authorities and repogitories, aswdl as cogsto
dgners and relying parties. However, issues associated with imposters, message integrity, and formal
legal requirements can be resolved.

It is necessary to congder the integrity and security of the PKI1 components. The confidence that can
be placed in the binding between a public key and its owner depends on the confidence that can be
placed on the system that issued the certificate that binds them. Provisonsin the X.509 standard
enable identification of policiesthat indicate the strength of mechanisms used and the accepted
gandards for certificate handling. By examining the policy associated with a sender’'s certificate, the
recipient of a Sgned message can determine whether the binding between the sender and the sender's
key is acceptable and, thus, accept or regject the message. Figure 6 illustrates a complex example of
PK1, where the sender and receiver come from two different trust environments. These environments
have previoudy been cross-certified, enabling this exchange to take place.
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Figure 6: PKIBetween Two Trust Environments

X BOG Server

‘\\
X500 Seraer ~ Lm

Request
for sender’'s
cerlibcale

The Department of Energy (DOE) has developed Chapter 9 of the Telecommunications Security
Manud, DOE M 200.1-1, Public Key Cryptography and Key Management, which "defines the policy
related to roles, requirements, and responsbilities for establishing and maintaining a DOE PKI and the
documentation necessary to ensure that al certificates are managed in a manner that maintains the
overal trust required to support aviable PKI." The URL for Chapter 9is
http://Awww.so.doe.gov/documents’'DOE200-1-1. pdf

The chapter sets forth requirements for DOE dements that have implemented or plan to implement
public key sysems. The requirements shdl be used to establish minimum DOE operationd policies and
procedures to assess CA operations. Chapter 9 also addresses.  establishing an organizationd
gructure; defining roles and respongbilities of CAs and regigtration authorities; operationd policy and
key management procedures; security, record, and certificate management; CA training; and audits of
CAs to document compliance.

Chapter 9 states "This policy appliesto both DOE CAs and CAs operated on behaf of the DOE who:
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* Paticipatein or cross-certify with the DOE PKI operated by the DOE Policy Management
Authority (PMA);

* Issuecetificatesthat are used for symmetric key exchange to protect Unclassified Controlled
Nuclear Information, DOE Officid Use Only information, and other Federd Unclassified
information that is deemed sengtive by the owner;

* Issuecetificates that are used to establish financid transactions for, or on behaf of, DOE for
which the relying parties require a digital Sgnature, unless a pre-arrangement is made that transfers
funding without relying on the security of the certificate; or

* Issuecetificates that are used to establish or verify the eectronic identity of entities for need-to-
know protection of classfied information or resources where authority to recelve such information
or access has been pre-established.”
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Digital Signature Aeelications

Many gpplications can benefit from using digital Sgnature technology. Some of the potentid uses  the
Department of Energy (DOE) are:

»  Electronic commerce
*  Fully integrated eectronic support of work processes, such astravel
»  Officid personnd documentation (W-4 forms, time cards, personne actions)

*  Undassfied communications where end-to-end authentication is required (faxes, email, video
conferencing, remote log-in)

*  Technica drawings and other images (to ensure authenticity of originator of research data
[drawings] and time-stamping procedures for proof of patent)

*  Virusdetection before a program is executed, Snce even a minute change is detected

*  Authentication and access control to web pages and web forms

»  Electronic laboratory notebooks used as lega records for patent considerations (Date and time
stamping the contents of the eectronic notebook and verifying that it is a complete and undtered
record. Must be verifiable and acceptable to the courts before widespread use of the electronic
notebook occurs.)

»  Contracting (Ensures that eectronicaly produced contract agreements; e.g., non-face-to-face
environment, are enforcegble; implements large-scale contract bidding without the individua bid
requestors establishing a persond trust relationship with the organizations/contractors in question.)

e Information transfer or publication

e Sharing research and development and technology transfer information with universities and
scientists worldwide

»  Authorizing remotely operated experiments

*  Acting as asoftware bus for exchanging information between applications

Department of Energy Considerations for Implementing Digital Signatures
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Digital Signature Application Issues
Some unresolved issues identified in using digital Signature in applications follow:

«  Web Browsers-Each gpplication stores keying information privately, so that keys acquired by
one gpplication, such as a browser, cannot be used with another gpplication, such as a database
access program. On Microsoft platforms, since acommon cryptographic service is provided to
goplications, private key sharing can be achieved in principle. This serviceisnot provided on
Unix.

« Directory Services-A directory service is acombination of localy maintained data (eg., email
addresses) and personnd data (e.g., employee ID and telephone numbers). Processes are usualy
dready in place to maintain thisinformation. When public key certificates are added to
directories, some certificate-authority software assumes complete control over directory updates.
This practiceis contrary to the directory service modd.

« Notary Service-A digitd sgnature by athird party with atime stamp can provide the equivaent
of anotary service. The PKI infrastructure used, and the digital sgnature formats dictated, must
be interoperable and agreed upon by other parties. Third-party time stamping can ensure legdity
of eectronic records, establish research records for patent purposes, and ensure chronol ogical
logging of eectronic commerce transactions.

« Video Teeconferencing—Multicast security (the protocols and the cryptography used) has been
identified asaresearch issue in DOE. Public key technology could be used to perform key
exchange for traffic privacy and access control to group collaborative documents.

«  Software Bus-A software bus alows gpplications to be glued together by providing and defining
acommon way to invoke operations and pass data between gpplications. Authentication and
security in software bus services are il in the proposal stage.
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Digital Signature Standards

Implementation of digital Signatures requires Department-wide interoperability, as wel asinterface with
the public sector. To accomplish this, standards guidance is required to assist in reaching the necessary
level of interoperability and maintaining the viability of the data over its mandated retention period.
Uncoordinated efforts can be duplicative, costly, and incompatible. Digita signature sandards are to
be used by anyone involved in acquisition, development, implementation, maintenance, or management
of digita sgnature applications.

Digitd signature standards being proposed for adoption or retirement are submitted to the Department
of Energy (DOE) Information Technology Standards Program Manager in the Office of the Chief
Information Officer. The Standards Program Manager then initiates the Departmentwide process for
adoption or retirement of the proposed standards. For further guidance on standards adoption or
retirement, refer to the following documents: Department of Energy Standards Adoption and
Retirement Process and the Department of Energy Information Architecture Profile of Adopted
Sandards 2000 (Revison 1, dated January 2000), heresfter referred to as the Profile of Standards.
An dectronic copy of these documentsis on the following webste: http://cio.doe.gov and click on
Architecture, Sandards and Planning, then sdect Sandards.

The standards identified by the DOE Digitd Signature Working Group represent guidance for achieving
digit sgnature interoperability within the DOE community. While these slandards are not mandetory,
it is recommended that they be incorporated into DOE digita signature implementations. All of these
standards have been submitted through the DOE Information Architecture Standards Adoption and
Retirement Process and are in the revised Profile of Standards and the corresponding Standards
Repository. Abstracts of these standards can be found on the DOE Information Technology Standards
Home Page (see above for website address).

Federal Standards

Severd Federd Information Processing Standards (FIPS) issued by the National Ingtitute of Standards
and Technology (NIST) apply to various aspects of digita sgnature. Descriptions of these standards
follow.
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Draft FIPSfor the Advanced Encryption Standard (AES) - On February 28, 2001, NIST
announced that a draft FIPS for the AES was available for public review and comment. NIST expects
the standard to be finalized by the summer of 2001. At thetime NIST publishesthe standard, it is
intended that validation testing (i.e., conformance testing) for AES implementations will be available
through NIST’ s Cryptographic Module Vdidation Program. The AES specifies a FIPS-approved
cryptographic agorithm that can be used to protect eectronic data. The AES dgorithm isa symmetric
block cipher that can encrypt and decrypt information. Encryption converts data to an unintelligible
form called ciphertext; decrypting the ciphertext converts the data back into its origina form, caled
plaintext. Cryptographic modules that implement the dgorithm specified in AES shdl conform to the
requirements of FIPS 140-2.

FIPS PUB 46-3 (Reaffirmed October 25, 1999) - Data Encryption Standard (DES) specifiestwo
FIPS-approved cryptographic agorithms, the Data Encryption Standard and the Triple Data
Encryption Standard, are required by FIPS PUB 140-1. When used with American Nationa
Standards Indtitute X9.52, this FIPS provides a complete description of the mathematical agorithms for
encrypting and decrypting binary coded information. Cryptography is used to protect datawhileit is
being communicated between two points or sored in a medium vulnerable to physica theft. DESIis
available to Federa Agencies within the context of atotal security program consisting of physica
security procedures, good information management practices, and computer system/network access
controls.

FIPS PUB 140-2 - Security Requirementsfor Cryptographic Modules (Draft of 11/99) specifies
security requirements to be satisfied by a cryptographic module used within a security system protecting
sengtive or vauable data. Conformance to FIPS 140-2 isrequired for Federa Agenciesif it is
determined that cryptography is necessary for protecting senditive, unclassified information or when
designing, acquiring, and implementing cryptographic-based security sysems. Severd digital sgnature
software vendors have sought and received FIPS 140-2 accreditation, which is obtained through

testing by one of the following laboratories.

* Atlan Laboratories, McLean, VA

« CEAL: A CygnaCom Solutions Laboratory, McLean, VA
* COACT, Inc. CAFE Laboratory, Columbia, MD

» DOMUSIT Security Laboratory, Ottawa, Ontario, Canada
* InfoGard Laboratories, San Luis Obispo, CA

The URL for the Nationd Voluntary Laboratory Accreditation Program (NVLAP) is
http://csre.nist.gov/cryptval/140-1/14011 abs.htm
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FIPSPUB 171 - Key Management Using American National Standards Institute X9.17
specifies a particular selection of options for the automated digtribution of keying materia by the
Federad Government when using the protocols of ANSI X9.17-1985, which define procedures for
manua and automated management of keying materids and the use of DES to provide key
management for avariety of operationa environments. The options specified in this standard alow
development of cogt-effective systems that will, in addition, increase interoperability.

FIPS PUB 180-1 - Secure Hash Standard (SHYS) isthe sandard for the hash function used to
generate a condensed representation of a message or datafile called amessage digest. It isapplicable
to dl Federd Agenciesto protect unclassified information. A secure hash dgorithm (SHA-1) isused
by the transmitter and intended recaiver of amessage to compute and verify adigitd Sgnature.

NIST announced on May 30, 2001, that draft FIPS 180-2 is available for public comment until August
28, 2001. Therevised standard specifies four secure hash dgorithms, which are one-way hash
functions that can process a message to produce a condensed representation called a message digest.
These dgorithms enable the determination of a message s integrity.

FIPS PUB 186-2 - Digital Signature Standard (DSS) specifies an additiona voluntary industry
gandard for generating and verifying digitd signatures. It enables Federd Agenciesto usethe digita
sgnature agorithm, aswell astwo new ANSI standards-ANSI X9.62, Elliptic Curve Digitd Signature
Algorithm (ECDSA), and ANSI X9.31, Digitd Signature Using Reversible Public Key Cryptography,
which includes the Rivest-Shamir-Ademan (RSA) digita sgnature technique. This standard becomes
effective duly 27, 2000.

Industry Standards

| SO/ITEC 9796:1991 - Infor mation Technology—Security Techniques—digital signature scheme
giving message recovery and | SO/IEC 9796-2:1997 I nfor mation Technology— Security
Techniques—digital signature schemes giving message recover y—Part 2: mechanism using a
hash function are designed to protect small quantities of data, such as cryptographic keys and the
results of hashing longer messages. They specify adigitd Sgnature scheme giving message recovery for
messages of limited length using a public key system.

| SO/IEC 15408:1999 - Common Criteria Version 2.1 has been added to the DOE Profile of
Standards. This multipart standard is to be used as the basis for evaluating security properties of
information technology products and systems. It provides a common, world-wide catalog of
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elementary security functiondity and assurance requirements that can be sdected, extracted,

further refined, and packaged in two standardized constructs—rotection profiles and security targets.
Assurance requirements are defined and cataloged in seven increasing levels of assurance (from low
eva uation assurance to a high evaluation assurance).

Although there have been severa proposed formats for public key certificates, most certificates
available today are based on an internationa standard (ITU-T X.509 Verson 3). Revisonto ITU-T
Recommendation X.509 (also specified in ANSI X9.55-1997 - Public Key Cryptography for the
Financial ServicesIndustry; Extensionsto Public Key Certificates and Certificate Revocation
Lists) specifies extensons to the definitions of public key certificates and certificate revocetion ligts. As
standards for public key certificates evolve, this sandard extends the certificate with provisonsto
facilitate explicit management of certificates, certification paths, security policies, and trandfer-of-trust so
that non-hierarchica infrastructures are practical and managegble. Provides extensions of the
authentication and data encryption

X.500-Recommendation X.500 (8/97)-Open Systems I nter connection—T he Directory:
Overview of Concepts, Models, and Servicesisafamily of sandards used to develop an eectronic
directory of people in an organization so it can be part of aglobd directory available to anyone with
Internet access. Information for an organization is maintained locally in one or more directory system
agendas. X.500 offers the following features: decentralized maintenance, powerful searching
capabilities, angle globa namespace, and structured information framework.

IETF RFC 1777, Lightweight Directory Access Protocol (L DAP) isaprotocol for ng
online directory services. It runsdirectly over transmisson control protocol (TCP) and can be used to
access a standaone LDAP directory service or adirectory service that is back-ended by X.500.
LDAP defines a network protocol for accessing information in the directory, an information mode
defining the form and character of the information, a namespace defining how information is referenced
and organized, and an emerging distributed operation mode defining how data may be distributed and
referenced (V3).

Minimum Interoper ability Specification for PKI Components (M1SPC), Verson 1, June 5,
1997, provides interoperability between public key infrastructure (PKI) components from different
vendors. It includes certificate and certificate revocation list profiles, message formats, and basic
transactions for a PK issuing Sgnature certificates. It dso includes support for multiple signature
agorithms and transactions to support a broad range of security. MISPC isaNIST cooperative
research and devel opment agreement program.
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IETF RFC 1848 - Multipurpose Internet Mail Extensions (MIME) Object Security Services
(MOSS) protocol uses the multipart/signed and multi part/encrypted framework to apply digital
sgnature and encryption services to MIME objects. The services are offered through the use of end-
to-end cryptography between an originator and arecipient at the gpplication layer.

Asymmetric (public key) cryptography is used to support digita Sgnature service and encryption key
management. Symmetric (private key) cryptography is used to support encryption service. The
procedures are intended to be compatible with awide range of public key management approaches,
including both ad hoc and certificate-based schemes.

Kerberos, DCE-SS 1.1 Networ k Authentication Service (V5) Generic Security Service API
(GSSAPI), created by Massachusetts Ingtitute of Technology, is a distributed authentication service
that alows a process (aclient) running on behaf of aprincipd (auser) to prove itsidentity to a verifier
(an application server or just server) without sending data across the network that might alow an
attacker or the verifier to subsequently impersonate the principal. Kerberosis private (symmetric) key
technology rather than public/private (asymmetric) key technology. Kerberos optionally provides
confidentidity and integrity for data sent between the client and server. Kerberos, Verson 5, is
considered to be the standard. GSSAPI, defined in IETF

RFC-1508, provides generic security services to users, supported with arange of underlying
mechanisms and technologies to dlow source-leve portability of applications to different environments.

Secure Sockets Layer (SSL) isan open protocol for securing data communications across computer
networks. Incorporating RSA data security technology, SSL provides a straightforward method for
adding strong security to existing gpplications and network infrastructures. SSL is gpplication protocol-
independent and provides. encryption, which creates a secure channd to prevent others from tapping
into the network; authentication, which uses certificates and digita sgnatures to verify the identity of
partiesin information exchanges and transactions; and message integrity, which ensures that messages
cannot be dtered in route. (Seefigure 7 for an example of SSL.)

Department of Energy Considerations for Implementing Digital Signatures
17 06/01



Figure 7 - Secure Sockets Layer
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Records Management

Department of Energy (DOE) program and Site records managers are tasked to deliver quality records
management services in complex computing-technology environments. Requirementsin 36 Code of
Federal Regulations (CFR) Subpart B, Program Requirements 1234.10 gate "Establish procedures for
addressing records management requirements, including recordkeeping requirements and disposition,
before gpproving new dectronic information system or enhancements to exigting systems.” However,
asdigita sgnature technology becomes more commonplace in DOE business processes, records
managers will be faced with many new chalenges in meeting their customers needs. These chdlenges
include changing procedura expectations, developing new business practices, evolving computing
technologies, and automating previoudy manud processes. Records Management Guidance for
Agencies |mplementing Electronic Sgnature Technologies (in support of the Government
Paperwork Elimination Act) issued by the Nationd Archives and Records Adminigtration (NARA) is
currently in draft; final guidance will be linked to the Digita Signature web page.

Many digital signature issues for records management personnel are Smilar to issuesfor using eectronic
versus paper records without digital sgnature. Applications in which digitd signatures will be used must
address records management issues.

When considering use of digital signature for records, a DOE-wide solution should be encouraged,
based on requirements commondity and application sandardization. A digital signature gpplication
should have a uniform system for managing, controlling, and digposing of eectronic records, for
addressing evidentiary issues, for providing accessibility and retrievability through the life cycle of the
records, and for protecting them from unauthorized modification.

Because of the perceived importance of eectronic documents signed with digital Sgnatures, they must
be associated with records ser ies and, consequently, retention schedules so that they are retrievable
throughout their life cycle. Thiswill be required to ensure that records are disposed of a proper
intervals. Records management controls should be designed into the document management aspects of
digita sgnature gpplications.

The following sections address severa records management iSsues.
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Storage and Retrieval

There are no clear guiddines on specifying and requiring the archiva standards for the eventud data
transfer that must occur to keep stored e ectronic records in an open-standard format and retrievable
over aconsiderable period of time. DOE Standard DOE-STD-4001-2000, Design Criteria Standard
for Electronic Records Management Software Applications, provides some of the archiva standards.

The systems and proprietary file formats in which records are stored will eventually become obsolete.
Moving datato new computers without applying open, nationd, and internationa standards will result in
losing the ability to read the origind data or vaidate the attached signatures. Documents have to be
gored in plain text for retrieva at afuturetime. In addition, away to preserve signature objects and
viable software across computing architectures and the life cycle of records needs to be addressed
before implementing digital Sgnature technology. It isimportant to creste and maintain an inextricable
link between the digita sgnature and the record throughot its life cycle in order to address concerns
about information authenticity and nonrepudiation.

Scanned Images vs. Paper Records

Records managers should be consulted when determining who is responsible for verifying that the
electronic records adequately document transactions and functions, and that the paper copies of the
records sent to the record center may be safely destroyed as redundant information. Paper copies of
records should not be destroyed unless the appropriate Records Retention Schedule alows the
substitution of eectronic copies as the copy of record.

One of the primary records issues at DOE, with regard to paperless computer systems that use digita
sgnatures, isthat thereis little overlap between procedures for managing paper records and procedures
that apply to information in eectronic systems. Thereis often the expectation that a paper counterpart
of an dectronic record can be produced on demand, even if the document was not originaly printed
during its activelife. It isalso desirable to be able to attest that a paper document was crested, read,
and/or printed from a computer system in a manner smilar to what might be an dectronic counterpart

of anotary.

Congderation of whether dectronic documents using digital Sgnatures can be used to replace sending
the record copy to records centersis premature at thistime. Most Sites have not implemented an
advanced leve of document management and are ill integrating eectronic and hard copy busness
processes. Password authentication/e-mail approva are being used and are (dowly) replacing hard
copy documents that formerly may have been sgned. The mediafor each
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officid record should be identified for each business process, and if arecord kegping system is not
available to manage and control officid records, a system needs to be made available immediatdy so
that a backlog of records does not occur. If this determination is not done in advance, alarge number
of dectronic records will accumulate that will not be retrievable, accessible, or appropriately
dispositioned. One solution is to properly designate and schedule the record copy.

The issue of managing, in an integrated manner, digitally signed dectronic documentsthat are gored in a
different location from the related paper documents must be addressed when the requirements of a
system are determined. Many Stes have considered using an electronic records system that alows for
location cross-referencing of documents. For example, a user would enter

the location of the record and receive a cross-reference to the paper or electronic record. However,
thisleve of integrated eectronic and paper document tracking is beyond the capabilities of most
exiding sysems.

Disposition of digita information should be afforded dl the procedura consideration given paper
records. Digitd information viability over long retention periods is problematic; both digital-deta
content and signature validity are at risk. Record retention issues must be addressed long before
selecting an goplication. Although many types of information can successfully be migrated to paper or
microfilm for archiva retention, migration should be accomplished at the time arecord is rel eased.

Who Signed What?

It is necessary to be able to determine who signed which version of adocument a which point in the
business process, and which items on aform or document were signed by specific individuas. Because
of the manner in which digita signatures are gpplied to dectronic documents, it is often difficult to
determine what parts of adocument were signed by particular individuals. One digital Sgnature or a set
of sgnatures that exigts as an envelope around a complete document could be confusing when
edtablishing specific respongibilities for authorizing portions of an eectronic record.

Creating New Records

The definition of arecord should be followed to prevent creating more eectronic records than
necessary. One category of new records that will be crested through the use of digitad Sgnatureis
certificates. If adigitally Sgned document is archived, the associated public key certificate will also
need to be archived. Issueswill need to be resolved concerning how and with what other information
archiving will occur.
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National Archives and Records Administration Issues

Transmitting digitally sgned dectronic records to the Nationd Archives and Records Adminigtration
(NARA) must be addressed and must take into consideration process (what will NARA accept, why
they will accept it, etc.) and NARA authority. Title44 U.S.C. 2102 establishes NARA, whichis
administered under the supervison and direction of the National Archivigt. Title44 U.S.C. 2111,
Materiad Accepted for Deposit, lists what records NARA will accept for archive. 36 CFR, Part 1228,
Disposition of Federal Records, Section 1228.1, sets the policies and establishes the standards,
procedures, and techniques for digposition of all Federal records that are created or acquired by a
Federa agency, regardless of physica form or characteristics. 36 CFR 1234.32, Retention and
Disposition of Electronic Records, tasks agencies to establish policies and procedures to ensure that
electronic records and their documentation are retained as long as needed by the Government, including
archival. 36 CFR 1228.188 provides ingructions for transferring records to NARA for archivd.

Issues to be resolved include media and computing infrastructure. NARA will need to be able to
accept eectronic documents with attached signatures on a long-term eectronic storage media, such as
CD-ROM. NARA will aso have to approve the transfer and accept the digita signature. At the
present time, NARA isinterested only in archiving documents, not digital signature storage and
retrieva. Other issues are reedability of the medium, successful transfer of data, and successful
gpplication of data after the transfer. Compounding these issues are the proliferation of digita
technologies, gpplications, and amarket that seeks to circumvent the accepted nationa and
internationa standardization process. Information infrastructure architects must include aformd
records management srategy. |If the workflow includes generation of record materid recognized by
NARA, then a datainterchange strategy compatible with NARA records acceptance processes is
required. NARA will have to specify the transfer processes and provide guidance by which digital
documents and authoritative attributes, such as digital Sgnature, are recognized, accepted, and
managed through the document life cycle.

In addition, an interagency PKI may be needed to dlow the direct transfer of such filesto NARA.
Software and interfaces that would enable transferring records to NARA must be acquired or
developed. Whether or not a separate system will be necessary to transmit recordsto NARA needsto
be addressed. A clearly defined records migration strategy must be developed to specify
respongibilities for maintaining records, once records are transferred to NARA in a NARA-acceptable
format. Most stes do not want to maintain duplicate copies of records transferred to NARA.

In October 2000, NARA issued further guidelines entitled “ Records M anagement Guidance for
Agencies Implementing Electronic Signature Technologies” Refer to this document when consdering
use of digital sgnatures for records. The URL for this document is http://www.nara.gov and then click
on Records Management.
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Records Retention Periods

The DOE Adminigtrative Records Schedules (ARS) recently replaced the Generd Records Schedules
(GRS) and DOE Records Schedules (DOERS) to provide retention periods for records common to
most of the DOE Complex. The examples below are provided to demondirate the potentia impact
that required retention periods may have on digitally based recordsimplementations. To apply
currently published retention periods, refer to the appropriate records schedules..

« Recordsof reportsof routine safety inspections (ARS 18.11.1.d) - Destroy when 1 year old.

C Routine procurement files (utilizing smal purchase procedures and construction projects less
than $2,000) (ARS 3.3.a1[b] or ARS 3.3.a.2[h]) - Destroy 3 years after fina payment.

C Routine procurement files, incdluding correspondence (utilizing other than small purchase
procedures and any construction projects greater than $2,000) (ARS 3.3.a.1[a] or ARS
3.3.a2[a) - Degtroy 6 years and 3 months after fina payment.

C Correspondencefilesrelated to facility safety program (ARS 18.11.1.c) - Destroy when 10
yearsold. EXCEPTION - These records are subject to Moratorium on Destruction of
Epidemiologica Records per Memorandum dated 9-29-91, and cannot be destroyed until
specifically authorized.

C Researcher’sbiology notebooks (ARS 17.12.9)
—Of exceptional value (ARS 17.12.a1) - Permanent (Offer to NARA within 25 years).
—All other notebooks (ARS 17.12.a.2) - Destroy when 15 years old.
C Patent application casefilesfor issued patents (ARS 14.45) - Destroy when 25 years old.
C Facility desgn and construction planning records - Records of completed projects costing
more than $750,000 or that involve specia equipment, systems, or processes (ARS 17.30.c.1) -

Retain until dismantlement or disposal of facility, equipment, system, or process; or when
superseded or obsolete, whichever is earlier.
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Recommendations for Records Managers

Records managers ddiver information management services to organizations and individuas.
Records managers and computing technology representatives must collaborate to plan systems to meet
requirements.

Records managers reach out to their customers, including their own management, to build interest,
support, and assstance in meeting these new chalenges. The organizations they support must be ready
to include records managers in strategic planning meetings and technol ogy implementation projects so
that records management issues can be addressed. This need for strong interaction between records
managers and their customers permestes the issues presented in this chapter.

One significant solution is that records management requirements need to be developed and added to
computer system technicd requirements.  These requirements would identify the archiving, evidentiary,
and validation objectives that must be met by any dectronic record/digita signature sysem. These
records management requirements need to be devel oped with significant input from auditors and
attorneys, who may in the near future be in the position of challenging an dectronic record keeping
sysem. Currently, policies and guidance are being developed for ectronic records management. This
will be important as Sites begin to implement software, such as Systems, Applications, and Productsin
Data Processing, that may question the concept of what information is redly a database record. Once
these criteria are developed, they should be used in conjunction with technicd criteriato run pilots at
selected DOE sites.

Conclusion

Records management of normal business processes, data generation, storage, and retrieva present
problems in the day-to-day work environment that must be resolved. NARA is developing guiddines
for specifying and requiring archival standards for the eventual data transfer to keep stored dectronic
records retrievable over a consderable period of time.

The systems and proprietary file formats in which records are stored will eventualy become obsolete.
Moving datato new computers without applying open, nationd, and internationa standards will result in
losing the ability to reed the origind data or validate the attached Sgnatures. Private industry generates
new information technology faster than information systems can gpply those products to public records.
Records managers involved in definition of their organizations information infrastructure need to provide
guidance to formalize workflow in relation to records schedule requirements.
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Legal Considerations

The Department of Energy (DOE) Digitd Signature Working Group (DISIWG) has identified certain
risks and potentia ligbilities, aswell as responghilities, that should be consdered when planning the use
of digitd Sgnatures. Program officids are encouraged to involve their legd gaff a the beginning of any
digital Sgnatureinitiative. This document contains background and references that could help resolve
responses to lega questions, since digita signature technology is not fully developed or extensively
implemented.

Background

For many people, asignature is Smply someone's name written on a piece of paper. Whilethisisone
example of asignature, the concept is broader than that. Signatures can be any symbol executed by
persons with the intent of authenticating writings. Nether the Sgnatures nor the writings necessarily
need beinink or on paper. Today, for example, they can be eectronic.

Signatures and writings, in and of themsdlves, are of no particular vaue except perhaps to collectors of
sgnatures and writings. However, because matters of money, security, hedth, and even life or death
may depend on the existence of particular writings or signatures, they often manifest rights and
obligations, and they generate reliance. They dso carry risk of liability: risk for the Sgner of a
document; risk for the party relying on the sgned document; and risk for any party certifying the
authenticity of the writings or Sgnatures.

Signed documents serve severa purposes. A signed document identifies the signer with the document.
The act of signing makes a person think about what is being done. Sometimes a Sgnature condtitutes
approva or authorization of adocument. A signature aso can prevent alater need to inquire beyond
the face of a document.

According to the American Bar Association's (ABA) digita sgnature guiddines, a sgnature must have
two attributes to achieve the purposes just noted: signer authentication and document authentication.
Signer authentication occurs when the sgnature indicates who signed a document, and it is difficult for
another person to produce without authorization. Document authentication occurs when the sgnature
identifies what is Sgned, and it is impracticable to falsfy the document or the Sgnature. The ABA
digitd sgnature guidelines may be viewed & the following URL
http:/Amww.abanet.org/scitech/ec/isc/digital_signature.html

The Information Security Committee of the ABA is preparing the Public Key Infrastructure Assessment
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Guiddines (PAG). The PAG will offer apracticad guide for the evauation, assessment, determination
of compliance with stated policies, and licensing of PKIs. The URL for PAG is
http://mww.abanet.org/scitech/ec/isc/pag/pag.html

Documents with sSgnatures serving the purposes and having the attributes noted in the paragraph above
generdly will be considered to be authentic, accurate, and complete (have integrity), to be
nonrepudiable, and to meet common legal requirements for writing and signature. It is easy to see how
atraditionally sgned paper document satisfies these requirements. An eectronic document is more
problematic. Electronic documents are relatively easy to change or forge since they are nothing more
than intangible eectronic patterns that can be written and read by computers.

When transmitted as messages over a network, eectronic documents are normaly sent in pieces
(packets) over various routes, through many computers (where they can be intercepted and tampered
with) and reassembled at their destination. Address "spoofing,” a technique by which a network
computer can be fooled into communicating with areturn address of someone other than the actua
sender, dso complicates matters. 1n short, the authenticity of an electronic document and the identity of
the Signer are easily caled into question compared with traditiona hard copy, with the result thet they
may eesly be repudiated. These problems can be surmounted through the use of digital signature
technology and certification authorities. Unlike atraditiona handwritten signature, adigitd sgnature is
unique not only to the signer, but aso to the document signed. In thisway a digitd sgnature can
address the authenticity, integrity, nonrepudiation, writing, and Signature requirements.

Use of Digital Signatures

This section identifies and discusses some of the legd issues associated with the use of digital Signatures.
The law concerning digital Sgnaturesis relatively undeveloped, but it should develop rapidly as digita
sggnatures come into wider use. The decison whether to and when to rely on digital Sgnaturesis based
not only on technologica condderations, but also on reated indtitutional processes and programmetic
business needs.

We can, neverthdess, presently identify certain risks and potentid liabilities as well as responghilitiesto

be congdered when planning the use of digitd signatures. Program officids should involve their legd
daff early onin any digital Sgnature initistives

Legislative Developments

State legidatures have been quicker to develop digita signature/eectronic signature statutes than the
Federd legidature. At last count, nearly 40 states have enacted, or are in the process of enacting,
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digital Sgnature legidation with aview toward dlocating the risks, and defining the respective rights,
respongbilities, and liabilities of Sgners, relying parties, and certification authorities. The Sate lawsvary
in their gpproaches.

More recently Federd legidative developments are beginning to occur, but are rdatively limited in
scope. This, together with the fact that few judicid decisons exist, means that there currently isno
universal legal mode concerning digital Sgnatures and related indtitutiond infrastructures and processes
upon which the Department and its contractors can rely.

Persons within the DOE community who need to address or resolve digital sgnature legd issues
should review the ABA's August 1, 1996, annotated digital sSgnature guiddines, which can accessed at
www.abanet.or g/abapubs/tech.html. In addition to the annotated guidelines, this publication contains
adiscusson of the lega sgnificance of sgnatures, how digita sSgnature technology works, and the
public key certificate process.

The Chicago law firm of McBride Baker & Coles presently tracks state, Federal, and international
digitd sgnature legidation. The results of its efforts are reported on its web page www. mbc.com.
Typicdly the legidation in each Sate addresses ether eectronic sgnatures or digital sSignatures, but not
both; Illinoisis an exception, addressing issues raised by both dectronic and digitd Sgnatures.

Presently, the primary Federd legidation passed into law affecting the Federd government's use of
digitd sgnaturesis the Government Paperwork Elimination Act (GPEA), P.L. 105-277,

Title XVII, which went into effect October 21, 1998. Under the law, agencies must generaly provide
for the optional use and acceptance of e ectronic documents and signatures, and dectronic record
keeping, where practicable, by October 2003.

The Office of Management and Budget published its final procedures and guidance on the
implementation of the GPEA in the Federal Register on May 2, 2000 (65 FR 25508). The guidance
requires each agency to develop a plan by October 2000 that provides for continued implementation of
the GPEA requirements by the end of Fisca Y ear 2003.

L egidation Signed by President Clinton. The 106" Congress passed and sent to the President
for sgnature the Electronic Signatures in Globa and National Commerce (E-Sign) Act. On June
14, 2000, the House of Representatives approved the bill with a 426-4 vote. The Senate
overwhelmingly approved the bill on June 16, 2000, with avote of 87-0. The bill was sgned by
President Clinton on June 30, 2000, and took effect October 1, 2000.

There may aso be other rdated hills, and new bills could be introduced at any time. Anyone involved
with digitd sgnature should monitor legidative developments by accessing the Library of Congress
Thomas web page a thomas.loc.gov/. It isunknown which, if any, will be passed into law, or when,
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or what thar find form may be.
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Legal Issues Identified

To identify and resolve legdl issues associated with digital Sgnatures, one must understand the functions
of dgnatures generdly, the specific nature of digitd Sgnatures, and the role of certification authorities as
well as the relationships among the signer, the relying party, and the certification authority. A variety of
issues regarding the use of digital Sgnatures have been identified, with reliability and ligbility common to
most of them. The bulk of these issues can be grouped within one of three categories. evidentiary,
archiva, and operational.

Evidentiary Issues. Current legd attitudes toward computer records in generd are reflected in both
datutes and case law. The Uniform Rules of Evidence provide the bass for admitting all types of
records, including computer records, into evidence. The rules specificaly refer to computer recordsin
Rule 803(6) by using the term "data compilation.”

Under Federd Rule of Evidence 803(8), if the only record is el ectronic, procedures should be
established and followed so that: (1) the date of the record can be determined; (2) the date of any
dterations will be automaticaly recorded by the system; and (3) it will be evident that the document
was authorized to be issued ("sgned”). The definitionsin Rule 1001(1) for "writings and recordings'
aso address computer records by using the terms "magnetic impulse, mechanical or eectronic
recording, or other form of data compilation.”

The authentication and identification of computer systems are criticd to determining the trustworthiness
of the computerized information. Only through a process of written procedures, training, and audit can
an organization be certain that records produced by computers will be admitted into evidence and/or
accepted by regulators. Generdly, computer information can be added to, deleted, or modified without
atrace. Certain questions can be expected about the integrity of thisinformation. It will then be
necessary to clearly demondtrate that the computer-generated information is trustworthy and can be
relied upon as evidence.

Computer recordsin genera often must meet a higher standard of trustworthiness than ordinary paper
records, especialy since data can be so readily atered. Development of complete system
documentation and a rigorous adherence to use standard business practices daily will greatly aid

in promoting a sense of reliability to computer-generated records. Records should document
reliability of equipment, integrity of data entry, methods used to prevent loss of data, reiability of
computer programs, and time and method of preparing printouts

An associated digita Sgnature evidentiary issue concerns the burden of proof. In the Sate legidative
areng, the dectronic sgnature legidation Smply provides that use of an eectronic sgnature will be

treated in the same manner as a handwritten signature on paper, which means the burden remains on
the plaintiff to authenticate the Sgnature on an dectronic record. This might be somewhat difficult to
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prove in an eectronic environment.

The public key infrastructure-based digita Sgnature Satues generdly provide that digitaly signed
eectronic documents, if properly verified by a certification authority, will be treated as sdf-
authenticating documents. Thislega presumption shifts the burden to the defendant to deny that he or
she sgned the document.

Thisissue has been addressed in at least one instance a the Federa level in a proposed amendment to
H.R. 276, the Internal Revenue Service Restructuring and Reform Act of 1998. The May 6, 1998,
Senate amendment 2348, sponsored by Senators Ashcroft and Leshy, apparently provided that it was
to be the respongbility of the IRS to prove that asignatureis, in fact, the sgnature of the person who
purportedly signed.

There are dso issues among the DOE scientific researchers with respect to € ectronic laboratory
notebooks containing patent-related records, date and time stamping of the contents of the electronic
notebook, and verification that the contents of the electronic notebook are a complete and unatered
record. Also, theissue of what will be acceptable to the courts so that the el ectronic notebook can be
routingly used, will need to be resolved.

Martin Marietta Energy Systems conducted a study to develop a Prototype Electronic Records
Management System (PERMYS) for the U.S. Army Information System Command, under contract to
the DOE in Oak Ridge, Tennessee. This study tested the concept of combining an e ectronic document
management system and a digital Sgnature system into an overal system that could withstand judicid
scrutiny. The eectronic signature capability was designed to be non-forgesble, authenticatable,
unalterable, and non-reusable.

Severd recommendations were made during the PERM S research project to assure compliance with
legd statutes. Providing unrestricted access to appropriate users, good system security, adequate data
interchange formats, and means for the gppropriate disposition of documents answered many of the
concerns of the Nationa Archives and Records Administration.

Stepsto assure the legd admissbility of documents as court evidence include documenting

business processes and system security, identifying records media life cycle, and coordinating issues
with records management staff and legal counsd. It was recommended that a written agreement
between authorized system users and system managers be executed that pecifies the jurisdiction under
whose laws the agreement is to be governed and the forum of litigation of diputes, aswell asa
dipulation that the parties will be bound by their digitd Sgnatures. Although such efforts will not
preclude dl disputes, they will serve to support acceptance of the overdl vadidity of digital Sgnatures,
pending legal and/or regulatory interpretation.
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Archival Issues. The Records Management chapter in this document addresses records management
issues. It isworth noting here, however, that archiva needs and demands may be particularly
problematic since they pose both extreme technica and legd chdlenges. Records

management requires authentication of digita sgnatures and authentication and/or verification of private
and public keys, for long durations, perhaps decades after Sgnature. Records retention requirements
may affect the feasibility of using digita sgnature technology in its present form. A number of issues
involving retrieva and authentication of digitaly-sgned records are mostly related to records
management.

Legd developments, such as passage of the Electronic Freedom of Information Act Amendments of
1996, P.L. 104-231, effective April 1, 1997, requiring provision of eectronic documents and the
ongoing litigation concerning e-mail storage and retention, may result in eectronic record keeping
burdens on agencies that will be difficult to address from both technologica and budgetary

perspectives.

For most projects there are multiple drivers for associated procedures, for example DOE  Directives,
Standards, Qudity Assurance Program Documents, and records management procedures. Before the
use of digital sgnatures could be implemented, al procedures and drivers would have to be reviewed
and, in many ingtances, modified to dlow for such use, including the preparation of guidance governing
the use of digitd sgnatures. Similarly, certain regulatory requirements, codified in the Code of Federd
Regulations, may require records to be created and maintained in a certain form, thereby precluding the
use of digitd signatures.

Operational Issues. Oneissue identified by the DOE contractor community concerns what impact
date laws may have on their Federd activities Snce they are sometimes bound by sate laws. The
following comments areilludraive.

We want our systems to be interoperable with the state and local governments, but to what
extent are we to be driven by the sate laws? What is the influence of the Sate laws regarding
electronic sgnature on the Federal Government?

A second theme running through the identified operationa issues is the concern regarding potential
lighility.

We need some type of legd/policy guidance on the use of digital Sgnature in place of awet
dgnature. In particular, who has the ligbility if something goes wrong? DOE, contractor,
other entity, everybody involved? Today we are digitdly Sgning documentsthat are very low
risk so if thereis a problem, the consequences are minima. In order to move the bar to higher
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risk 9gnings, one needs officid gpprova from DOE. Asaprovider of digita Sgnature

services, one must be able to answer customers questions regarding the lega aspects of using
adgnature. One should be ableto
show them an appropriate DOE
guiddine that outlines the use of a
digita sgnature for atypica
business transaction eg., Sgning a
timecard.

Risk of liability sems from the fact that each party (originator, recipient, and certification authority) to a
digitd sgnature transaction may rely on the other two parties to properly carry out their obligations and
responsibilities necessary to assure that an eectronic document is undtered

and properly sgned. If those obligations and responsibilities are not properly carried out, it can work
to the detriment of the relying party.

By way of example, consider the risks associated with alarge dollar contract that is solicited, awarded,
and administered using digital Sgnatures based on keys issued by a certification authority. Sincethe
contract dollar value islarge, o are the potentid ligbilitiesif things go wrong. In this context, asin
others, it is foreseegble that persons relying on adigitd sgnature will rely on avdid certificate
containing the public key by which the digita sgnature can be verified. Sec. 2.2.1, ABA Guidelines.

From thisfact of foreseeable reiance, there flow a number of responsiilities. The certification
authority, for example, mugt use trustworthy sysemsin performing its services. 1t should have sufficient
financia resources to properly maintain its operations and bear risk of liability to subscribers and relying
parties, to ensure that the subscriber identified in a certificate holds the private key corresponding to the
public key listed in the certificate, to properly issue the certificate, and to timely suspend or revoke the
certificate with proper notice to subscriber and relying party. Part 3, ABA Guidelines.

The subscriber must be accurate in dl materid representations made to the certificate authority, use a
trustworthy system to generateits key pairs, avoid inducing or dlowing reiance on an invaid certificate,
safeguard the private key, and promptly initiate suspension or revocation of a certificate if the
corresponding private key has been compromised. Part 4, ABA Guidelines.

The relying party should be able to consder a document bearing a digital signature verified by the public
key listed in avaid certificate to be as vaid, effective, and enforcegble asif written on paper, subject to
certain limitations. The party may not rely on the document or digital Signature if he or she knows or
has notice that the signer has breached any duty with respect to the signature, or if reliance is not
reasonable under the circumstances. Furthermore, where the relying party isin aposition to do so, he
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or she should take steps to avoid further harm by mitigating, rather than exacerbating, the consequences
of error. Part 5, ABA Guidelines.

Conclusion

Digita sgnature transactions hold great potentid for increasing the effectiveness and efficiency with
which the DOE transacts its busness. The technology and legd and regulaory infrastructure necessary
for implementation of such transactions, however, are both in the

formative stages. Technology is evolving rapidly; but the necessary infragtructure is not yet in place. Its
development is proceeding in large part on an uncoordinated and piecemed bass asis evidenced by
the many varying Sate levd legidative initiatives and severd bills now pending in Congress. Presently,
from alegd perspective, there may be more questions than answers.

Pending Federd legidation may preempt sate law on an interim basis and promote the adoption of
uniform statutes and regulations governing the use of digitd Sgnatures. States recognize the need and
will lead the effort in pulling together the Federd government and industry to establish uniform digital
ggnature certification and standards. Industry use of digital sgnatures will explode once nationwide
standards are adopted so dl online transactions are ensured the same legd protection.
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Next SteES

The Digitd Signature Working Group (DISIWG), under the sponsorship of the Department of Energy
(DOE) Chief Information Officer’s Office, will continue to be afoca point for collaboration and the
sharing of knowledge and experience gained from the use of digital sgnaturesat DOE. DISIWG
created this document as an introduction to digital Sgnature consderations. Periodic updates will be
issued as DISIWG members have more experiences to share, as the technology matures and is more
widdy used, and aslegidation is enacted.

One DISIWG activity is an effort intended to expedite the development of metadata Strategies and
tools that DOE can apply to digitd record authentication, authority, and integrity. The measure of the
group’ s success will be determined by how well they reconcile emerging technology and DOE's palicy
development with other related activities outsde the immediate environment.

One of the current gpplications of digitd signature is the Department of Energy (DOE) Chief Financid
Officer Travel Manager gpplication. The CFO built on aframework established by the National
Ingtitute of Standards and Technology and used a product from CygnaCom Solutions. The Assistant
Secretary for Energy Efficiency and Renewable Energy is using the same product for a procurement
gpplication called PRATS.,

A focusfor DISWG is shepherding alightweight public key infrastructure (PKI) that deals with broad
issues, such as what fields should be included in an X.500 directory or how to locate, establish, and
authenticate the identity of a certificate authority (CA). Ensuring that the current certificate authority is
vaid and correct is an ongoing issue in the PK1 arena. A common operating policy is aso necessary.
A CA must work in a secure environment to protect private keys. When DOE acknowledges site
CAs, there should be a contractua arrangement or common policy agreement with stes that the CAs
are operating in a secure manner.

Another focus isto evauate and recommend a cryptographicaly capable smart card asthe basis for
the next DOE (and Federa Government) badge. The badge should be able to store a user's private
key certificate, Sgn a data string, and grant building access, among other things.

The DOE community must ensure that implementation of digital signature technology using the DOE
Public Key Infrastructure isin concert with interoperability through use of the Federal Bridge concept.
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DOE Records Managers continue to develop digital Sgnature guidance and collaborate with
appropriate organizations to ensure records management concerns are addressed.

The DOE community must be prepared to implement any Federa legidation that may be passed, as
well asto determine how and when the various state laws may gpply to its digitd Sgnature initiatives.
At the same time, implementation of digital signature should be measured, cautious, and disciplined,
taking full heed of the duties and obligations as well as the associated potentid risks and ligbilities
outlined in the ABA Guiddines.

A digita sgnature offers Sgnificant advantages to authenticate the content of amessage, aswell as
providing the traditiond sgnature function of Sgner identification. The &bility to establish argpid
communication with remote parties that dlows legdly binding transactions with unforgegble data to
occur makes adigital sSgnature unique. At the present time, there are no statutes providing for the
generd use of digitd dgnaturesthat satisfy al sgnature requirements on Federd documents. However,
it isforeseegble that as digital Sgnature legidation increases, dl sSgnature requirements will be satisfied
eectronicdly.

This document provides only a sngpshot of the present activities concerning the continuing evolution of
digital sgnature technology. It isintended as a useful garting point for this new method for conducting
business transactions.
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Glossary
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Glossary

Asymmetric Cryptography

Authentication

Certificate

Certificate Authority

Certificate Revocation List

Cross-certified

Cryptography

Asymmetric (public-key) cryptography is bound to asingleuser. The
key isdivided into two components. private key (only user has
access) and public key (published or distributed on request). Each
key generates a function to transform text. The private key generates
a private transformation function, and the public key generates a
public transformation function, which are inversdy rdaed (i.e, the
one function encrypts a message, the other function decrypts.

A process used to confirm the identity of a person or to prove the
integrity of specific information.

A catificate is a public document containing information identifying a
user, the user's public key, atime period during which the certificate
isvalid, and other information. Certificates are typicaly issued,
managed, and signed by a centrd issuing authority caled a
certification authority.

An entity that Sgns, issues, and manages public key certtificates. The
certificate authority (CA) may be the third party in athree- party trust
modd.

A lig digitdly sgned by an Issuing Authority issued periodicaly (or
exigently) of certificates that have been suspended or revoked prior
to their expiration dates. The list generdly indicates the certificate
revocation list (CRL) issuer's name, the date of issue, the date of the
next scheduled CRL issue, the suspended or revoked certificates
serid numbers, and the specific times and reasons for suspension and
revocation.

A condition in which ether or both certificate authorities representing
two certification environments issues a certificate having the other as
the subject of that certificate.

The mathematica science used to secure confidentidity and
authentication of data by replacing it with atransformed version that
can be reconverted to reved the origina data only by someone
holding the proper cryptographic dgorithm and key.
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Digital Certificate

Digital Signature

Disposition

Federal Bridge

Hash Function

A discipline that embodies the principles, means, and methods to
transform dataiin order to hide itsinformation content, prevent its
undetected modification, and/or prevent its unauthorized use.

A cetificate identifying a public key to its subscriber, corresponding
to a private key held by that subscriber. An atachment to an
electronic message used for security purposes. The most common
use of adigitd certificate isto verify that auser sending amessageis
who he or she clamsto be, and to provide the receiver with the
means to encode areply. An individuad wishing to send an encrypted
message gpplies for adigitd certificate from a Certificate Authority
(CA).

A transformation of a message usng an asymmetric cryptosystem so
a person having the ensured message and the ensurer's public key can
accurately determine:

*  whether the transformation was created using the private key
that corresponds to the sgner's public key, and

*  whether the Sgned message has been dtered since the
transformation was made.

Actions taken regarding records no longer needed for current
Government business. Actionsinclude transfer to agency storage
facilities or Federd records centers, transfer from one Federa agency
to another, transfer of permanent records to the Nationa Archives,
and disposd of temporary records. Disposition isthe third stagein
the records life cycle.

The Federd Bridgeis designed to provide a mechanism for agencies
employing agency-specific PKI domainsto interoperate efficiently. It
alows agenciesto create and process trust paths between agency-
specific PKI domains, so that digital certificates issued by CAsin one
domain can be honored with an appropriate leve of trust in adifferent
domain.

A keyless transformation function that, given a variable-szed message
as input, produces a fixed-szed representation of the message as
output (i.e., the message digest).
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I ntegrity

M essage Digest

Nonrepudiation

Private Key

Public Key

An dgorithm that maps or trandates one set of bits into another
(generdly smdler) so that:

. A message yidds the same result every time the dgorithm is
executed using the same message as input.

. It is computationaly infeasible for a message to be derived or
recondtituted from the result produced by the algorithm.

. It is computationdly infeasible to find two different messages
that produce the same hash result using the same agorithm.

A condition in which data has not been dtered or destroyed in an
unauthorized manner.

A smadl vaue that represents an entire message for purposes of
authentication. The representation of text in the form of asingle string
of digits, created usng aformula caled a one-way hash function.
Encrypting a message digest with a private key crestes adigita
sggnature, which is an eectronic means of authentication.

Provides proof of the origin or ddlivery of datato protect the sender
againg afdse denid by the recipient that the data has been received
or to protect the recipient against false denid by the sender that the
data has been sent.

A mathematica key (kept secret by the holder) used to create digita
signatures and, depending upon the algorithm, to decrypt messages or
files encrypted (for confidentidity) with the corresponding public key.

A mathematica key that can be made publicly available and is used
to verify Sgnatures created with its corresponding private key.

Depending on the agorithm, public keys are dso used to encrypt
messages or files that can then be decrypted with the corresponding
private key.
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Public Key Infrastructure

Record

Series

Smart Card

Symmetric Cryptography

The architecture, organization, techniques, practices, and procedures
that collectively support the implementation and operation of a
certificate-based public-key cryptographic sysiem. The public key
infrastructure (PKI) consigts of systems that collaborate to provide
and implement the Public Certification Service and possibly other
related services.

According to 44 U.S.C. 3301, the term "includes al books, papers,
maps, photographs, machine-readable materias, or other
documentary materids, regardless of physical form or characteridtics,
made or received by an agency of the United States Government
under Federd law or in connection with the transaction of public
business and preserved or appropriate for preservation by that
agency or its legitimate successor as evidence of the organization,
functions, policies, decison, procedures, operations, or other
activities of the Government or because of the informationa vaue of
datain them. Library and museum materia made or acquired and
preserved solely for reference or exhibition purposes, extra copies of
documents preserved only for convenience of reference, and stocks
of publications and of processed documents are not included.” Also
caled Federd records, which exclude Presdentia and Congressional
records.

File units or documents arranged according to afiling system or kept
together because they relate to a particular subject or function, result
from the same activity, document a specific kind of transaction, take a
particular physica form, or have some other relationship arising out of
their creation, receipt, or use, such as restrictions on access and use.
Also cdled arecord series, generaly handled as a unit for disposition
pUrpoSEs.

A hardware device that incorporates one or more integrated-circuit
(1C) chipsto implement cryptographic functions and that possesses
some inherent resistance to tampering.

Use of asingle key to perform both encryption and decryption of
data Sincethe dgorithms are public knowledge, security is
determined by the leve of protection afforded the key (i.e., ensuring
that the key is known only to the parties involved in the transaction).
If kept secret, both privacy and authentication are provided.
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Trust Genegrdly, the assumption that an entity will behave substantidly as
expected. Trust may apply only for aspecific function. The key role
of thisterm in an authentication framework is to describe the
relationship between an authenticating entity and a certificate authority
(CA). An authenticating entity must be certain that it can trust the CA
to create only vaid and reliable certificates, and users of those
certificates rely upon the authenticating entity's determination of trust.
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